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Executive Summary

Canada’s food system is undergoing rapid digital transformation, creating a generational opportunity for sectoral 
growth. However, this transformation also creates new categories of risk related to comparatively underdeveloped 
cybersecurity. The food system is one of Canada’s ten critical infrastructure (CI) sectors, and any heightened risk to 
this system must be addressed. This CI is particularly vulnerable to cyberattacks due to its interconnected nature, 
which links it closely with other sectors, such as energy, transportation, telecommunications, financial services,  
and healthcare. Recent cyber incidents, including ransomware attacks against major food processors, agricultural 
cooperatives, and grocery retailers, underscore the urgency of addressing cybersecurity risks across the food value 
chain (FVC). The cybersecurity of Canada’s FVC is essential not only for economic resilience and public safety but 
also for national security. This research report improves understanding of the evolving cybersecurity landscape of 
Canada’s FVC; identifies key vulnerabilities and threats; and explores policy, regulatory, and standardization 
considerations related to cybersecurity preparedness and resilience. The research included:

	• A literature review and environmental scan of academic research, cybersecurity standards and guidelines, and 
jurisdictional policies and strategies relevant to the FVC;

	• An exploratory online survey of relevant Canadian FVC parties to develop a preliminary understanding about the 
perceptions of cybersecurity awareness and risks, and views on standards; and

	• Interviews with Canadian FVC experts and interested parties to deepen understanding of views on sector-
specific cybersecurity threats, vulnerabilities, and opportunities related to standardization.

Despite the importance of food system cybersecurity, the sector lags other industries on this topic. There is scant 
peer-reviewed research or standards literature on cybersecurity in the food system, and the topic is largely absent 
from cybersecurity policies and frameworks. Existing cybersecurity standards and strategies adopted by other 
countries may offer valuable guidance, but lack specificity for the unique operational, technological, and 
environmental contexts in Canada. Engagement with relevant interested parties from the FVC revealed that 
adoption of digital technologies within the sector is progressing, but understanding of cybersecurity risks is not 
keeping pace with the level of adoption which may constitute a barrier to adoption. While research participants 
highlighted what they saw as pressing threats (ransomware, data breaches, phishing, and potential cyberterrorism) 
and important vulnerabilities (limited employee training and weak cyber hygiene and organizational governance), 
they viewed their peers as less aware and less seized by these issues. There appears to be support for a degree  
of Canada-specific standardization within the FVC, based on multi-party collaboration, involving traditional and 
non-traditional actors, reinforced by awareness building, training, and guidance via trusted channels, support  
and incentives, and governance. This important opportunity for capacity building could be achieved by:

	• Establishing a cybersecurity standardization criteria for the Canadian agri-food sector, involving a diverse 
cross-section of actors;

	• Deploying a novel set of principles to guide cybersecurity standardization in the FVC; and

	• Implementing governance that involves centralized oversight with decentralized implementation. This would 
enable strategic direction and accountability, and integrated policy development, while sector-specific and 
regional working groups would help ensure localized relevance, supporting practical, achievable implementation 
and broad engagement.
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“Canada’s food system is in the midst of 
a transformation underpinned by digital 
technologies.”

1. Introduction
Canada’s food system is in the midst of a 
transformation underpinned by digital technologies. 
Services and equipment, such as platforms providing 
enhanced access to analytics or tie-ins to supply 
chain components, along with industrial control 
systems, low-cost sensors, actuators, autonomous 
machinery, and GPS-enabled equipment, are 
driving unparalleled opportunities for productivity, 
efficiency, and sustainability across the agri-food 
value chain (FVC), from primary production to 
processing, distribution, and retail. Despite their 
potential benefits, these technologies also entail 
socio-political challenges [1] along with risks to the 
digital systems that are increasingly the lifeblood of 
this critical infrastructure (CI), which the Government 
of Canada defines as: [the] processes, systems, 
facilities, technologies, networks, assets and services 
essential to the health, safety, security or economic 
well-being of Canadians and the effective functioning of 
government. CI can be stand-alone or interconnected 
and interdependent within and across provinces, 
territories and national borders. Disruptions of CI could 
result in catastrophic loss of life, adverse economic 
effects and significant harm to public confidence [2].

The National Cross Sector Forum 2021–2023 
Action Plan for Critical Infrastructure identifies the 
food system as one of ten CI sectors in Canada 
[3] (although food is identified, it is not defined). 

The other sectors are energy and utilities, finance, 
transportation, government, information and 
communication technology, health, water, safety, and 
manufacturing. The National Cross Sector Forum 
2021-2023 Action Plan for Critical Infrastructure (2021) 
[4] is to be implemented to achieve and enhance CI 
resilience according to three strategic objectives:

	• Building partnerships;

	• Sharing and protecting information; and

	• Implementing an all-hazards approach to risk 
management.

Due to its position at the intersection of multiple 
supply chains and other sectors (e.g., energy, 
telecommunications, water and wastewater, 
transportation, financial services, and animal and 
human health), the broader food system—particularly 
the FVC—is also a component of a network of 
interdependent CIs [5] (i.e., the food system intersects 
with the other nine CI sectors). These relationships 
are shown in Figure 1. The food CI, and the FVC in 
particular, are vulnerable due to their underdeveloped 
cybersecurity compared to other sectors of the 
Canadian economy [1], [5], [6], and a digital divide 
between smaller and larger FVC businesses, such as 
farming operations [7]. This means that an essential 
component of Canada’s domestic prosperity and 
well-being, and its geopolitical role as a major 
food exporter, are at risk of being compromised by 
intentional or inadvertent actions that impact data 
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confidentiality, integrity, and availability [8]. The need 
for greater focus on cybersecurity across the FVC 
is not unique to Canada [9], [10]. Focus on this topic 
within published English-language literature, policies, 
and standards is limited. Research on the human side 
of cybersecurity suggests that a portfolio of actions 
might remediate current vulnerabilities and place 
Canada’s food system on a more cybersecure and 
resilient footing. These actions are encompassed within 
a sector-specific cybersecurity framework [11] that 
works across multiple domains. Successfully dealing 
with the threat landscape of digitally integrated flows 
of goods and services will require strategic mixes 
of technological and human-centric approaches, in 
addition to effective policy and regulatory measures 
[12]. Prioritizing attention to standards and human-
centred design principles [13] is crucial to fostering a 
security culture that can readily adapt to the constantly 
evolving threat landscape. The objective of this 
report, therefore, is to understand the cybersecurity 
landscape of the Canadian FVC, including current 

and emerging cybersecurity challenges associated 
with technology trends, and relevant policy, 
regulatory, and standardization dimensions that 
support cybersecurity and cyber resilience.

2 Methods
2.1 Literature Review and Environmental 
Scan
The literature began review by integrating work 
conducted by Rotz et al. [1], Botschner et al. [5], [6], 
[8], [11], [14], [15], and Yazdinejad et al. [13], [16], [17], 
[18], [19], which emphasized cybersecurity in the 
agricultural production component of the FVC, which 
was the starting point for attention to food system 
cybersecurity from 2016 to 2023. This was followed 
by work to develop an understanding of the attention 
paid to cybersecurity standards relevant to the FVC. 
An evidence synthesis was conducted, drawing from 
systematic review and snowball sampling methods 
[20]. The following search terms were entered into 

Figure 1: The FVC, within the food system critical infrastructure (CI), sits at the intersection of the other CIs identified in the 
National Strategy for Critical Infrastructure (adapted from [3]).
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the Google Scholar search engine: “cybersecurity 
standards” OR “cyber security standards” AND “food 
system” OR “food value chain” OR “agri-food chain”; 
and “cybersecurity standards in the food value chain”. 
The search period was 2020–2024. Articles were 
screened for eligibility based on at least some attention 
(in the title or the abstract) to cybersecurity related to 
either the FVC as a whole, or to specific components 
of the FVC or key FVC technologies (e.g., agriculture, 
processing, supply chains, advanced manufacturing). 
In terms of policy, regulatory, and compliance 
documents, an environmental scan was conducted 
of available English-language cybersecurity-focused 
policies and frameworks from six western democratic 
jurisdictions with expanding digital food systems 
and a NATO member state. A review of cybersecurity 
standards and guidelines was also conducted. The 
review of government and government-supported 
cybersecurity-focused policies, legislation, and 
supports focused on Canada, the United States (US), 
the United Kingdom (UK), Australia, New Zealand, 
and the Netherlands. The objectives were: (a) to 
understand the nature and variety of cybersecurity 
responses in place or under development; (b) to 
characterize the depth and breadth of focus of 
these responses; and (c) to attempt to discern how 
cybersecurity within the FVC was represented, if at all. 

2.2 Exploratory Survey of Food Value 
Chain Actors
A confidential self-report online survey was created 
to explore the views of relevant FVC parties about 
cybersecurity across the sector and the potential 
role that Canadian sector-specific standards might 
play in strengthening cybersecurity across the FVC. 
The survey was structured to probe different levels 
of knowledge and experience with cybersecurity and 
was designed to take between 10 and 15 minutes to 
complete. English and French versions of the survey 
were created, each with their own links. These were 
actively promoted to relevant parties, including 
manufacturers, farmers, associations, and other FVC 
actors. The surveys, which were hosted on the Survey 

Monkey platform, were advertised in December 2024, 
then more actively promoted through direct (email 
and sector conference presentations) and indirect 
(LinkedIn) channels from January to March 2025. 

2.3 Interviews with FVC Actors
To deepen understanding of cybersecurity perspectives 
within the FVC and explore how standards might 
enhance cyber preparedness and resilience, a series 
of semi-structured conversational interviews was 
conducted over videoconferencing. Participants were 
drawn from a purposive [21] sample designed to 
be as rich and relevant as possible in terms of FVC 
knowledge and experience (i.e., that covered relevant 
categories from the FVC and included individuals 
with a depth of industry knowledge and experience). 
Prospective interviewees were invited to participate via 
email. Prior to the interview, they were provided with 
background information on the project’s objectives 
and the specific topics to be discussed during the 
interview. The interview guide is included in Appendix A. 
Interviews were conducted over Zoom or MS Teams and 
ranged from approximately 30 to 60 minutes. At the 
outset of each interview, participants were reminded 
of the purpose of the conversation and were informed 
that the interview would be confidential (i.e., comments 
would not be attributed to specific individuals in 
the published report). They were provided with 
opportunities to ask questions and the request for 
consent included that the interview was to be audio-
recorded. All participants provided consent for the 
interviews to proceed as described. Individual interview 
transcripts were reviewed to generate a provisional 
list of key themes, and then a thematic analysis was 
conducted at the group level to identify key insights 
and implications related to the focus of the project. 
Multiple passes were made through the interview 
transcripts to re-check and confirm saturation [22] 
of the identified themes. Insights from the survey 
and interview components were considered together 
in discussing the implications of the findings for 
enhancing cybersecurity within and across the FVC.
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3 Results and Discussion
The Canadian FVC is comprised of numerous 
industries, including: 

	• Primary agriculture and aquaculture; 

	• Food and beverage processing; 

	• Food services; 

	• Food retail and wholesale; and 

	• A range of input (animal feed, fertilizers) and service 
suppliers (business and farm advisors, data analytic 
services, technology vendors and services, and 
telecommunications providers). 

Together, these represent a network with the primary 
aim of enhancing the profitability of each participant 
by building a sustainable competitive advantage [23]. 
Previously, a distinction was made between value 
chains and supply chains. Broadly speaking, the 
former focused on value creation within organizations 
(e.g., [24]), while the latter focused on the successive 
flows of information and materials from one segment 
of a chain to another [25], from the sourcing of 
raw materials to the delivery of the final product 
[26]. However, with increasing inter-connections 
between organizations and a range of third parties 
(e.g., through outsourcing of critical operational 
functions), this distinction is becoming less relevant. 
For the purposed of this report, the terms FVC and 
supply chain are considered to be interchangeable.

3.1 Applications of Digital Technologies
Canada has an active innovation ecosystem for 
agri-food technologies. In agriculture, examples 
of innovative digital technologies include robotic 
mushroom picking systems [27], the use of robotic 
and spectroscopic technologies in fruit orchards 
[28], and an emerging network of “smart farms” test 
sites designed to support technology incubation 
and demonstration as well as being an adjunct to 
education and training [29], [30]. In food processing, 
distribution, and retail, digital technologies are being 
used to enhance the efficiency of each of these FVC 
components, including automated sorting, slicing, 

cleaning and packing; quality monitoring (e.g., 
temperature ranges); transportation route planning and 
tracking; energy management and optimization; and 
the use of radio frequency identification (RFID) systems 
and imaging for inventory control [31]. Furthermore, the 
deployment of artificial intelligence (AI) in the agri-food 
system is expanding opportunities to integrate robotic 
and sensor-based technologies in the FVC. AI and 
digital ecosystems as being promoted as catalysts for 
sustainable, data-driven food and agricultural systems 
focusing on efficiency, safety, and quality [9], [10]. 
Enhanced use of data in these parts of the agri-food 
sector create opportunities to improve food safety and 
traceability, which is an area of increasing consumer 
interest and an important aspect of international trade, 
as mandated in many jurisdictions. For example, the 
European Union (EU) General Food Law (Regulation 
EC No 178/2002) mandates that all food and feed 
products be traceable throughout the entire FVC [32]. 
In Canada, the Canadian Food Inspection Agency 
describes food safety as a shared responsibility and an 
outcome of collaboration and continuous improvement, 
incorporating technological innovation for safety 
management [33]. Despite the growing use of digital 
technologies within the agri-food sector, their level of 
adoption is limited compared to other CIs and sectors, 
such as energy, financial services, and manufacturing. 
Some have suggested that this reflects supply chain 
variability and maturity factors [34]. Taken together, 
the digital components of the FVC can be seen as a 
comprehensive “bundle” of technologies designed to 
optimize agricultural production and food processing, 
improve the distribution of agricultural commodities 
and value-added products, and streamline the 
commercialization of food products [35]. At one time, 
all of these were emergent innovations. Today, many 
combine features that can be regarded as common 
“enabling” digital technologies (e.g., industrial 
control systems) with innovative features, such as 
wireless sensors [35] or blockchain technologies 
for smart contracting [36]. Generally, the bundle of 
digital food system elements can be characterized 
by several overarching groups of technologies [5], 
which are discussed in sections 3.1.1 through 3.1.6. 
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3.1.1 Wireless and Wired Sensor Networks
Sensor networks use hardware endpoints to 
measure and transmit data about a wide range of 
conditions, such as soil temperature and moisture 
levels, environmental air temperature and physical 
properties, visual features of crop lands, livestock 
health and behaviour, water and waste levels, and 
indoor environmental conditions [37], as well as 
moisture levels and food safety considerations in 
processing. Data from sensor networks can be 
integrated into other production and processing 
systems, providing real-time information across 
various operational dimensions, including yield, 
livestock activity and wellbeing, livestock barn and 
greenhouse environmental monitoring, biosecurity 
and public health surveillance, water management, 
fertilizer and pest management, frost prediction, 
and inventory and asset tracking (e.g., supply levels, 
tractor and irrigation system movements) [34], [38].

3.1.2 Automated and Autonomous 
Equipment and Processes
Digital automated equipment is becoming more 
common [39], [40] and includes advanced implements, 
irrigation systems, and robotics in food processing. 
For example, in the dairy industry, automated 
milking parlours reduce labour requirements while 
simultaneously enhancing animal health through the  

use of sensor technology and providing important 
insights into production [41], [42]. Autonomous 
agricultural equipment is expected to revolutionize 
the sector. For example, GPS-enabled planting and 
harvesting systems can drive increases in efficiency 
and accuracy, and emerging technologies that 
combine unmanned aerial vehicles with robotics 
and AI are promising to advance crop monitoring, 
as well as pest and weed control. Furthermore, 
various combinations of automated and autonomous 
machinery and robotics are being used in food 
processing, including meat processing assemblies, 
roasting and grinding, packaging, and warehousing 
and loading. Autonomous technology requires 
significantly more computing resources and 
network capability; it also places demands on users 
to upskill in order to safely and effectively deploy 
these technologies. For example, telerobotics blend 
sophisticated technologies with remotely located 
human operators. This additional complexity means 
that these systems also entail more cyber risks [43].

3.1.3 Industrial Control Systems
Industrial control systems (ICS) manage devices to 
regulate operational processes, ranging from basic 
heating, ventilation, and air conditioning to large 
distributed systems with multiple connections and 
endpoints in complex industrial facilities. These 
larger systems, often known as SCADA (supervisory 

http://csagroup.org


CYBERSECURITY IN THE CANADIAN FOOD VALUE CHAIN

12csagroup.org

control and data acquisition) systems, consist of 
various connected devices, controllers, and graphical 
user interfaces that enable autonomous or semi-
autonomous monitoring and regulation of complex 
processes. In agriculture, ICS/SCADA systems are 
used to monitor, automate, and optimize irrigation and 
the application of materials (such as fertilizers and 
irrigation), and to autonomously regulate indoor growth 
or storage conditions for agricultural commodities 
and facilitate harvesting some agricultural items [44]. 
While other digital production technologies (e.g., farm 
equipment, weather stations) are not SCADA systems 
per se, they are no less vulnerable to malicious cyber 
exploits. In food processing, ICS/SCADA systems help 
to ensure that a variety of key functions are maintained 
within appropriate limits of safety, efficiency and quality 
[45]. In warehousing and retail, integrated inventory 
control, enterprise resource planning systems, 
purchasing and logistics systems also help to optimize 
input and output control [46]. This can contribute to 
lower costs, lower emissions, and fewer delays for 
downstream customers. Over time, industrial control 
systems have evolved from being separate, standalone 
networks to highly connected and complex systems. 
As separate networks, these systems were naturally 
protected from most cyberattacks. The growth in 
connectivity to various business networks and cloud 
services has increased the vulnerability of these 
systems to cyberattacks by expanding the number 
of potential attack surfaces [47]. The consequences 
of disrupting ICS/SCADA systems in the FVC can 
include too much or too little irrigation, leading to 
crop losses; processing food at temperatures outside 
of control limits, impacting food safety; or allowing 
internal growing environments to surpass optimal 
temperatures, which may lead to reduced outputs. 
When this involves environmental control systems 
within livestock barns, this could also lead to animal 
welfare emergencies, including deaths, in some cases. 

3.1.4 Energy, Waste, and Water  
Management Systems
Effective waste management or water treatment 
systems are essential, not just for individual farming 
operations but also for the surrounding environment 
and connected systems. Poorly controlled waste 
management or water treatment systems may 

compromise animal or human health at various points 
along the supply chain [48]. Renewable and low-
carbon energy options are growing in importance 
in both food processing and farm operations, and 
technological development is on a fast-track. Statistics 
Canada reported that between 2015 and 2021, the rate 
of renewable energy production on farms doubled [49]. 
On-farm energy management systems with cyber-
physical components include photovoltaic microgrids, 
geothermal and wind energy systems, waste heat 
recovery systems, and biofuel and biomass combustion. 
Some farms make use of mixed energy generation 
systems, known as cogeneration or multigeneration 
systems [50], which may serve a variety of functions [51] 
and have been identified as a leading technology for 
reducing greenhouse gas emissions [50]. Disruptions in 
energy systems, in general, can have immediate impacts 
for core business functions such as heating, cooling, 
equipment charging, data backup and transmission, 
and security monitoring and intrusion detection.

3.1.5 Decision Support and Quality 
Monitoring Systems
A key feature of data acquisition and advanced 
food processing applications is the capacity to use 
real-time data to enable real-time decisions [52]. To 
do this, data from multiple devices (e.g., sensors, 
computer vision systems, industrial control systems) 
are aggregated and analyzed, either on-site or through 
off-site cloud platforms of service providers [52]. For 
example, combinations of sensors, data mining, and 
analyses can be used as part of warning systems 
for the early detection of food safety risks in food 
processing facilities [53]. In other applications, fruit 
freshness monitoring and assessment systems can 
make use of internet of things (IoT) technologies, such 
as RFID sensor tags and wireless sensor networks, 
in smart packaging processes [54] and to ensure 
traceability and minimize spoilage at various points 
along the FVC [34]. Blockchain technologies are also 
contributors to systems focusing on cyberbiosafety 
and cyberbiosecurity [55]. In Canadian agriculture, 
the leading digital decision support platforms for 
farm management and precision agronomy, such as 
Bayer’s FieldView and other agricultural technology 
providers, are operated by a small number of 
large multinational agribusiness firms [56]. These 

http://csagroup.org


CYBERSECURITY IN THE CANADIAN FOOD VALUE CHAIN

13csagroup.org

and other similar platforms provide farmers with 
advanced technologies and data-informed insights 
to optimize agricultural practices, improve crop 
yields, and make informed decisions [56], [57].

3.1.6 Supply Chain Management and 
Optimization Systems
Real-time data processing and analyses are 
fundamental components of supply chain integration 
and management, enabling efficiencies and 
accountability to consumer expectations and trade 
requirements in a globalized food system [58]. Logistics, 
purchasing, and trading have benefitted significantly 
from IoT-enabled technologies, particularly in the 
areas of transportation, distribution, and inventory 
management [5]. The confidentiality, integrity, and 
availability of data streams and systems are essential 
to these functions. While safeguarding technologies 
such as blockchain may help to improve the security 
position of these processes, they are not yet risk-free 
[59]. The regulatory environment presents a challenge 
for blockchain technology adoption because the built-
in anonymity of decentralized blockchain systems 
contrasts with government interest to ensure the safety 
and integrity of items serving the public good (e.g., 
FVC transparency, supply chain continuity, food safety). 
Addressing regulatory challenges and uncertainties 
and promoting a better understanding of blockchain 
technology are essential for its broader adoption 
[60]. Despite these limitations, blockchain-based 
platforms may offer several benefits for the agri-food 
system, including more secure record-keeping [61] 
and enhanced transparency and traceability across 
the supply chain. The ability of these platforms to track 
produce from farm to store enables quick identification 
of contamination sources, improving food safety and 
facilitating faster recalls [31]. Such platforms also 
contribute to sustainability by reducing waste through 
more efficient inventory management [31]. In addition to 
the digital infrastructure of IoT-enabled agri-food supply 
chains, their physical and geographic arrangements 
(e.g., size, location, number) reflect the desire for 
efficient, just-in-time production and delivery. For 
example, Canada’s beef supply chain concentrates key 
processes within a small number of slaughter and meat 

processing locations [5] that constitute a “pinch-point” 
in the middle of the value chain. This is bracketed on 
one end by numerous smaller scale cow–calf operations, 
or cattle feeding operations, and on the other end by 
distributors and retailers. Dependence on technology 
increases as animals move through the production 
system. Any disruptions at supply chain pinch-points 
can have significant ripple effects throughout the entire 
chain and a significant impact on animal welfare. 

3.2 Recent Events, Future Hazards, 
and Emerging Opportunities
As the digital footprint of Canada’s food system 
grows, so does the cyber threat landscape. This is 
illustrated by the number and type of malicious cyber 
incidents that have targeted the food CI since 2020. 
The focus of attacks has ranged from large processors 
such as JBS Foods and Maple Leaf Foods [62], to 
commodity sector entities such as Crystal Valley 
(grain) [63], L’Union des producteurs agricoles [64] 
and Lactanet [65] (dairy), as well as retailers such as 
Empire Company Limited (Sobeys) [66], and individual 
farming operations [67]. Table 1 provides a summary of 
these and other cyberattack examples. These types of 
incidents have overwhelmingly leveraged ransomware 
technologies to “lock up” data or systems in an attempt 
to extort money from agri-food sector parties. The 
Communications Security Establishment has identified 
ransomware as a top threat, in part because it falls 
under the “cybercrime-as-a-service” business model, 
which has been identified as a major threat to Canada 
[79]. Because of the transnational nature of certain 
cyber-criminal organizations, including hosting within 
the borders of adversarial countries (e.g., REvil in 
Russia [80]), there may be a geopolitical dimension to 
some of these events. In at least one reported case, a 
ransomware attack was perpetrated against a livestock 
operation by an activist group seeking to promote their 
ideological position [81]. The interconnected structure 
of the modern FVC, enabling just-in-time production 
and delivery, has limited slack, which offers a range of 
potential choke points to target. As shown in Figure 
2, these multiple points of failure have been the focus 
of probing activities by malicious cyber actors.
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Table 1: Examples of cyberattacks against the FVC since 2020 (from least to most recent, by category).

FVC Component Date Location and Details

Inputs/ 
Equipment/ Services

September 2021 US: $5.9M ransomware attack by BlackMatter against New Cooperative Inc., an 
agricultural services company for the grain, pork, and chicken industries [68]

May 2022 US: Ransomware attack against AGCO, a manufacturer of precision agricultural 
equipment and infrastructure [69]

August 2022 US: Demonstration of targeted compromise of a John Deere tractor’s display/
control unit by white hat hacker and researcher, “Sick Codes” [70]

April 2024 Canada: Attempted ransomware attack on dairy industry services company, 
Lactanet [65]

Primary Production 2022–2023 Canada: Dozens of ransomware attacks against individual farming operations in 
southern Ontario [71]

Processing/ 
Production

June 2021 Australia, US: Ransomware attack against JBS Foods, a giant multinational meat 
processor, temporarily shutting down facilities in North America and Australia [72]

March 2024 Belgium, US: The Stormous ransomware gang attacked Duvel Moortgat Brewery, 
halting production at all Belgian and US sites. Attackers claimed to have stolen 
88GB of data and demanded a ransom [73]

June 2024 Canada: Customer data breach involving Quebec-based, farmer-owned, Agropur 
cooperative, one of the world’s largest dairy processors [74]

Distribution/ 
Logistics

April 202 Canada: Unspecified cyberattack against parcel and courier business TFI 
International, a Quebec-based, North American transportation and logistics 
provider that also includes food transportation companies [75] 

Retail/ 
Consumers

November 2022 Canada: Ransomware attack against Empire Company, Canadian owner of Sobeys 
grocery store chain with estimated $23M financial impact [66] and similar attack by 
Black Basta ransomware group targeting operations and confidential data 
(including customer data) at Maple Leaf Foods [76], [77]

February 2023 North America: A ransomware attack against Dole Foods led to the shutdown of 
North American operations to contain its spread, halting grocery shipments, with 
some stores reporting outages of Dole products for several days [78]

June 2024 Canada: A cybersecurity incident affecting Federated Co-op Ltd. disrupted internal 
and customer-facing systems, leading to Canadian inventory shortages of grocery 
items such as bread, frozen goods, fruit, dairy, and fresh produce [78]
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Figure 2: Examples of elements within the FVC that may be targeted by cyberattacks (reproduced with permission [82]).

A diverse collection of digital technologies is in use 
across the FVC [52]. Cyber situational awareness and 
attention to cybersecurity as fundamental components 
of business risk management and development are 
underdeveloped within the agri-food sector, despite 
its CI status [83], reflecting the sector’s varying 
levels of digital maturity. Because vast amounts of 
sensitive industrial data are exchanged, ensuring 
data protection is not just a regulatory compliance 
issue but is also a critical shield against industrial 
espionage and cyber threats [83]. Existing security 
solutions may focus on tactical system security, 
missing the strategic importance of considering how 
the privacy and protection of intellectual property 
may benefit from additional measures. The lack of 
transparency about how AI algorithms work (including 
issues of bias in the original coding or training data) 
is also a major issue [84]. Legislation touching on 
these algorithms and AI systems is pending [85] 
or a matter of public dialogue [86]. For example, 
Canada’s proposed Artificial Intelligence and Data 
Act sought to create a common, and responsible, 
basis for the design, development, and deployment 
of AI systems [87]. In September 2023, Innovation, 
Science and Economic Development Canada released 

the Voluntary Code of Conduct on the Responsible 
Development and Management of Advanced 
Generative AI Systems [88]. Signatories to the code 
committed to working to achieve a set of six outcomes, 
including accountability, safety, and transparency. 

The agri-food sector is facing an increasingly complex 
threat landscape involving digital technologies and 
interconnected systems, which is characterized by 
the lack of a unified approach to security and the 
presence of various malicious actors. Together, these 
constitute a matrix of vulnerabilities and threats that 
loom over food system cybersecurity, domestic well-
being, and national security. These challenges can be 
broadly categorized as those involving technology-
based elements and those involving human-based 
social processes. Traditional technology-based cyber 
resilience frameworks for CIs often overlook the 
importance of relationships involving organizations 
and people within an ecosystem. These frameworks 
also tend to focus on business recovery rather than the 
opportunities to learn from and transform in response 
to evolving threat landscapes [11]. Research indicates 
that what helps organizations adapt to big challenges 
are people processes that connect organizations to 
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the resources they need when they need them [11]. 
In some cases, systems that face ongoing stressors 
can learn, adapt, and survive in the midst of evolving 
threat environments, becoming more resilient than 
those that remain isolated prior to encountering 
threats for the first time [11]. For example, during the 
COVID-19 pandemic, food system actors collaborated 
and modified their operations to sustain Canada’s 
food supply chain despite the challenges imposed by 
the pandemic [89]. While the boundary between the 
technological and the human side of cybersecurity is 
soft, the distinction can point us toward critical gaps in 
understanding and preparedness, and a way of crafting 
a more comprehensive and responsive approach.

3.2.1 Technological Cybersecurity 
Vulnerabilities and Threats
Nikander et al. [90] used the Open Systems 
Interconnection (OSI) model to explore potential 
cybersecurity threats to the agricultural production 
component of the FVC. The OSI is a conceptual 
model that shows how different computer systems 
and networks communicate with one other. It breaks 

down the communication processes into seven role-
specific layers. In cybersecurity, the OSI model helps 
professionals pinpoint where security measures may 
need to be applied. Each layer may have its own 
security protocols to protect data as it moves through 
the network. This model applies to computer system 
communications in general and is not specific to the 
FVC or the agri-food sector. It consists of seven layers 
that can be used to show how networks function, 
including identifying potential sources of problems 
[91]. Botschner et al. [5], [8] integrated previous 
applications of the OSI model [90], [92], [93] in 
relation to farm business functions, demonstrating the 
applicability of the OSI model to digitally enabled food 
production. An abbreviated description of these OSI 
layers, adapted from this work, is shown in Table 2.

A further iteration of the OSI model applicable to 
digital food system components was proposed by 
Botschner and Kotak [14] who added an eighth layer, 
dealing with the information space, to address the 
prominent role that human manipulation, or social 
engineering, often plays as an enabler of malicious 
cyber exploits. Importantly, this cognitive/semantic 

Table 2: Overview of OSI Model layers relevant to digital agriculture architectures (adapted from [5], [8]).

Terms Used for OSI Layers Functions

7 Edge and 
Cloud Layer

Application Layer Enables people to interact with computers and access network services.

6 Presentation/
Service Layer

Prepares data in a format that applications can use, which may include encrypting, 
processing, or analyzing the information.

5 Network Layer Session Layer Manages the ongoing connections that allow different software processes on an 
IoT platform (e.g., sensors, cloud services) to communicate with one another.

4 Transport Layer Establishes the rules for how data are sent from one device to another to ensure 
reliable, end-to-end communication.

3 Network Layer Determines how data travel across the network by directing traffic through 
switches and routers.

2 Data Link Layer Specifies how and where data are organized and stored in a device’s memory as 
they move through the network.

1 Physical/Sensor Layer Handles the physical transmission of raw data between sensors, smart devices, 
and other hardware components.
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layer is also the arena in which influence operations, 
such as misinformation or disinformation, and 
behavioural manipulations, such as phishing attacks, 
are conducted. Two review articles have highlighted 
critical vulnerabilities in agri-food systems and the 
cyber threats that exploit them. Kulkarni et al. [48] 
reviewed the key features of a set of cybersecurity 
incidents impacting the agri-food sector between 
2011 and 2023, while Yazdinejad et al. [19] presented a 
new categorization of cybersecurity threats based on 
different stages of a cyberattack, organized in terms 
of the cyber kill chain (CKC) [94]. Kulkarni et al. [48] 
created a timeline of 397 cybersecurity incidents and 
115 cybersecurity breaches [95] impacting the agri-
food sector, based on the Verizon breach investigation 
report for the period 2015 to 2023 [96]. To inform 
mitigation strategies, based on a more comprehensive 
understanding of actual cybersecurity incidents in the 
food system, the researchers [48] selected a sample 
of 30 cybersecurity events for more detailed review. 
Although the majority of incidents (n = 22) occurred 
in the US, two occurred in Canada [48], and the 
remaining six affected agri-food sector organizations 
in Italy, the UK, Germany, and Israel. Most of the 
incidents (n = 17) involved ransomware attacks. This 
was followed by five data breaches, three malware-
based attacks, two distributed denial of service 

attacks, and three incidents fitting other less defined 
categories. Thirteen instances of data losses were 
identified, along with 16 periods of service interruption, 
and 13 instances of financial losses, ranging from 
$2.5M to $202M (mean = $43.8M; median = $11M). No 
information was provided on the duration of service 
interruptions, the ongoing financial impacts on the 
affected organizations beyond the identified losses, 
or whether ransoms were paid to the attackers.

Yazdinejad et al. [19] identified IoT as one of the most 
consequential areas of risk, based on a review of digital 
agriculture technologies. Cybersecurity has been 
identified as an enabler of the safety and traceability 
properties of IoT connected food system supply chains 
[97]. New vulnerabilities introduced by IoT devices, 
such as those listed below, may open other critical 
systems to unauthorized control or breach in the FVC:

	• Weak security settings: Many IoT devices come with 
default passwords or weak security settings that are 
easy for attackers to exploit. If these are not changed 
or strengthened, unauthorized users can easily gain 
access. The UK sought to address this vulnerability by 
passing the Product Security and Telecommunications 
Infrastructure Act 2022, which prohibits the use of 
common default credentials [98]
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	• Lack of encryption: If data transmitted by IoT devices 
is not encrypted, it can be intercepted by hackers. 
This can lead to unauthorized control of devices or 
the theft of sensitive information.

	• Vulnerabilities in software: IoT devices often run  
on specialized software that may not be updated 
regularly. Outdated software can have security holes 
that hackers can exploit to gain control of the devices.

	• Integration with critical systems: IoT devices are 
often connected to critical systems, such as irrigation, 
heating, or livestock management. If an IoT device is 
compromised, hackers could potentially gain access 
to these vital systems, disrupting operations or 
causing damage.

	• Network exposure: IoT devices often connect to main 
networks. If these devices are compromised, hackers 
can use them as entry points to access other parts of 
the network, including sensitive data or farm-based 
command and control systems. Many businesses in 
the FVC are small and medium enterprises (SMEs), 
for whom network segregation is an important, but 
often misunderstood, security measure [99].

	• Remote access: IoT devices are typically controlled 
remotely. If an attacker gains unauthorized access, 
they could manipulate devices remotely, leading to 
potential sabotage, theft of resources, or data 
breaches.

	• Insufficient monitoring: Many SMEs may not have 
adequate monitoring or logging of IoT device 
activities. This can allow unauthorized access or 
breaches to go undetected for extended periods, 
increasing the risk of significant harm.

Newer approaches and threat actors that have yet to 
be reported in the literature are emerging, including  
ideologically motivated cashless ransomware attacks 
[81] and hybrid disinformation campaigns mounted 
against food system components to weaponize 
food security or international trade. Malicious cyber 
exploits are carried out in pursuit of a variety of 
objectives. For example, unauthorized entry into 
systems using stealth may take place to [19]: 

	• Explore and document features of systems; 

	• Steal data or intellectual property; 

	• Inflict damage to various components of a cyber-
physical system; or 

	• Make unauthorized changes to systems and data 
(e.g., data poisoning, where data holdings or data in 
transit is manipulated to make it falsely appear that 
something is happening when it is not, or that 
something that is happening is not happening). 

Each of these types of attacks can constitute an 
attack on data integrity, privacy, trust, confidentiality, 
and system availability. At a time when we are 
confronted by emerging public health challenges, 
data manipulation can pose a significant threat, 
as it may be used to cover up an emergent 
livestock disease, allowing it to develop to hard-
to-manage proportions, or to make it appear that 
a problem like food contamination exists when it 
does not, creating alarm and undermining trust.

There is a distinction between confidentiality and 
privacy. Confidentiality involves protecting data from 
unauthorized access. Privacy is about giving individuals 
control over their personal data and ensuring it is 
handled according to their wishes. Both are crucial in 
cybersecurity, but confidentiality emphasizes security 
measures, while privacy is about data management 
and user rights. Growing attention on data ethics and 
ownership, and right-to-repair, suggest there is value 
to including confidentiality in cybersecurity initiatives 
focusing on the FVC [1], [100], [101], [102]. Yazdinejad 
et al. [19] identified six main groups of targeted 
components in digital agricultural systems, which 
can be mapped against the key security aspects of 
digital agriculture. This classification, with additional 
information, is summarized in detail in Table 3, and 
shows how readily generalizable Yazdinejad et al.’s 
analysis may be to FVC businesses more broadly, 
because all of the components and threat examples 
described in Table 3 can be found in a range of 
digitally enabled businesses across the FVC. 
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Table 3: Classification of targeted components in digital agricultural systems mapped to key security aspects (adapted from [19]).

Component/Definition Illustrative Examples/Focus Security Aspects

Attacks on 
Hardware

Targeting unknown 
or unsecured 
vulnerabilities by 
skilled attackers 
using advanced 
tools.

Side channel Observing physical signals or conditions to 
illicitly infer information about how a system 
operates.

Confidentiality

Radio frequency 
jamming

Disrupting the performance of a wireless 
network.

Availability

Attacks on 
Networks and 
Equipment

Focusing attacks  
on networks and 
connected systems 
or devices.

Denial of service Employs multiple techniques to block or 
disrupt access to a communication channel 
or network element, such as an access 
point.

Confidentiality 
Privacy
Availability

Botnets Collections of compromised devices or 
software agents (“bots”) that are remotely 
controlled to carry out automated activities 
over the internet, such as spreading 
malware, stealing information, sending 
spam, or flooding websites with traffic to 
disrupt or disable them.

Integrity
Availability
Trust

Man-in-the-
middle

Stealth-based interception of 
communications between two or more 
parties. The interceptor can read, change, or 
block the transmission. Because the 
presence of the interceptor is unknown, it is 
a serious security risk.

Confidentiality
Integrity

Cloud computing Making use of features of cloud      platforms 
to propagate malicious exploits, at-scale, to 
other systems connected through a cloud 
environment.

Integrity
Trust

Attacks on 
Data

Attacking data while 
it is being 
transmitted, stored, 
or actively 
processed within a 
system.

Data leakage Illegal transmission of an organization’s data 
by an internal source (either a person or 
device) to an external destination.

Confidentiality

Cloud data 
leakage

Unauthorized exposure of data pertaining to 
an organization’s users or its services, 
leading to a violation of user or party 
privacy.

Confidentiality

False data 
injection

Supplying malicious information or control 
commands to a system.

Privacy

Ransomware Gaining illegal access to a system and 
encrypting critical digital assets, until a 
ransom is paid by the affected organization/
individual, at which time a decryption key 
will be provided.

Integrity

Misconfiguration Configuring reporting systems to reflect 
invalid information about the management 
of an operation, to misdirect business 
critical decisions.

Privacy
Trust
Integrity
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Component/Definition Illustrative Examples/Focus Security Aspects

Attacks on 
Code

Identifying and 
exploiting flaws in 
software code to gain 
unauthorized access, 
extract data, or disrupt 
system functionality.

Software update 
attacks

Disrupting update processes 
of installed software.

Integrity
Availability

Malware injection Installation of malicious code 
in various elements (e.g., 
devices) within a system.

Integrity

Indirection (SQL 
injection)

Insertion of malicious code 
into a website’s database 
through a form or input field 
(e.g., search box, login form), 
which can trick the website 
into revealing sensitive 
information, such as 
passwords, or enable an 
attacker to take control of 
the database. 

Trust

Buffer overflow Software coding error or 
vulnerability that attackers 
can exploit to gain 
unauthorized entry to 
business systems.

Availability

Attacks on 
Hardware

Attacking the 
interconnected 
network of 
organizations and 
systems (vendors, 
consultants, and 
service providers) that 
collectively deliver 
security solutions and 
services.

Third party Infiltrating a system through 
an outside partner or 
provider who has access to 
the system and/or its data.

Integrity
Confidentiality

Data fabrication Creating malicious data or 
processes by misusing 
access provided for different 
purpose.

Integrity

Misuse 
Attacks

Abusing an 
organization’s systems 
and operational 
structures as a 
platform to launch 
attacks against other 
targets.

Cyber terrorism Using IoT systems and 
cyber-physical devices to 
attack businesses, systems, 
or people for violent 
ideological purposes.

Trust

Invalidation and 
compliance

Using fabricated data to 
disrupt a valid certification of 
a process or transmission.

Integrity

http://csagroup.org


CYBERSECURITY IN THE CANADIAN FOOD VALUE CHAIN

21csagroup.org

Yazdinejad et al. [19] assessed the correspondence 
between this classification of attacks and the various 
stages of the cyber kill chain (CKC), a model of 
malicious cyber exploits that can be used to understand 
the sequential features of complex attacks. Figure 3 
details the relationships among the seven stages of 
the cyber kill chain and the preparation, intrusion, 
and breach phases of a cyberattack. The first phase 
(preparation) involves collecting information on targets 
and their vulnerabilities, then developing an exploit 
package to take advantage of these vulnerabilities. 
The second phase (intrusion) involves deploying the 
exploit against the target to compromise their system(s) 
so that malware can be installed, data can be stolen, 
or other ways of access and removal can be put in 
place. The final phase (breach) involves consolidating 
control over the target network to fulfill the objectives 
of the cyberattack. Based on their review of available 
descriptions of cyber exploits, Yazdinajad et al. [19] 
found that leading-edge agri-food system cyberattacks 
commonly focus on several OSI layers to gather 
information during the reconnaissance stage of the 
cyber kill chain and to initiate attacks at subsequent 
stages. Depending on attack objectives, an attack 
method may be used against more than one layer—
potentially within the same exploit—and may also serve 
the needs of more than one cyber kill chain stage.

Yazdinejad et al.’s [19] cyberattack framework is 
combined with Botschner and Kotak’s [14] modified 
OSI model in Figure 4 to offer an integrated 
perspective on the relationship between the threat 
environment and digital agricultural systems. Because 
cybersecurity within the FVC has typically focused 
on agricultural production, the crosswalk of threats 
and vulnerabilities shown in Figure 4 centres on 
agriculture. For example, it shows how sensors and 
smart devices are key entry points for an attack in the 
physical sensor/control layer can be, and phishing 
emails or influence operations are used to manipulate 
human behaviour as part of the initial phase of a 
cyberattack in the human thinking/meaning layer.

According to the research conducted for this report, no 
such in-depth analysis has been carried out on other 
elements of the FVC, or on the value chain as a whole. 
However, because food processing, manufacturing, 
transportation, processing, distribution, and retail 
share many of the general categories of devices and 
IoT-enabled functions, a similarly complex and multi-
faceted threat environment can be inferred for these 
components of the FVC as well. For example, the use 
of sensors and robotics in advanced processing or 
logistics could be susceptible to threats from similar 
points along the cyber kill chain. Furthermore, the daily 
volume of social engineering exploits, including emails, 

Figure 3: Cyberattack stages based on components of the cyber kill chain (adapted from [19], [94], [103]).
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Figure 4: Common digital agriculture cyber threats and typical uses within the cyber kill chain (adapted from [19] and mapped to 
modified OSI model for digital agriculture [14], reproduced with permission from the Community Safety Knowledge Alliance).

text messages and, increasingly, deepfaked audio and 
video, suggests that the human thinking/meaning 
layer is becoming a greater focus for malicious 
cyber exploits. Based on their analysis, Yazdinejad 
et al. [19] proposed the following set of ten technical 
countermeasures against cyberattacks targeting 
digital agriculture that cover the most common layers/
threats and encompass all five security aspects:
	• User authentication;
	• Secure passwords;
	• Device-level encryption;
	• Communication-level encryption;

	• Port hardening (i.e., securing ports, or entry points, 
on a computer or network to prevent unauthorized 
access by closing unnecessary ports, applying 
strong security settings to those that remain open 
and monitoring them for suspicious activity);

	• Remote login deactivation;

	• Regular firmware updates;

	• Safe password recovery;

	• Unauthorized account deactivation; and

	• Periodic device evaluation.
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Although these countermeasures are evidence-
informed, they warrant ongoing evaluation to 
ensure that they continue to play a constructive 
role in mitigating cyber threats. In considering a 
roadmap for further action, Yazdinejad et al. [19] 
highlighted several areas for attention, including 
avenues for further research. These areas reflect 
three overlapping levels of action: (a) research and 
practice development; (b) awareness and knowledge 
acquisition; and (c) policy and legislation. While 
all of these address the cybersecurity needs of the 
broader agri-food ecosystem, it should be noted that 
the best available research to date focuses largely 
on the agricultural production component of the 
FVC. The areas for consideration are summarized 
by level of action in the following paragraphs.

Research and Practice Development

	• Access control. Unauthorized access (both physical 
and electronic) is a stepping stone to some of the 
most serious attacks on food system infrastructure. 
Three essential access control areas to consider are: 
authentication, authorization, and accounting.

	• Data protection. This overlaps with cybersecurity (and 
information security management). However, data 
protection is a critical area of concern that should be 
the subject of focused attention from the perspective 
of research, education, practice, and policy.

	• Network infrastructure and physical layer protection. 
These layers, which are foundational to digital food 
systems, are a common focus of attacks. Similar to 
data protection, they warrant more attention in 
research and practice development.

	• Secure communication protocols specific to digital 
agriculture. Communication protocols are critical for 
operations that use remote sensors, autonomous 
equipment, and industrial control systems. While a 
variety of protocols for network, machine-to-machine 
(M2M), and IoT communications have been adopted 
from other domains, secure protocols specifically 
developed, tested, and standardized for digital food 
systems may be beneficial.

	• Secure smart devices. Security-by-design should be 
a standard element in the development, testing, and 
manufacture of smart devices used within the FVC.

Awareness and Knowledge Acquisition

	• Education as risk reduction. This addresses a social 
dimension of cybersecurity risk often absent in the 
literature, but which has begun to receive attention in 
the Canadian context [104].

Policy and Legislation

	• Secure AI adoption. New and various applications of 
AI, including machine learning and natural language-
based platforms such as generative AI, are becoming 
increasingly available to equipment manufacturers 
and service providers (including cybersecurity 
providers). These same technologies are already being 
leveraged by malicious cyber actors to enhance the 
scale and success of their exploits (e.g., the use of 
synthetic media or “deepfakes” to add realism to voice 
or image-based social engineering exploits).

	• Legal frameworks. Policymakers can create useful 
legal and regulatory tools that safeguard private data 
and ensure the privacy of personal information. For 
example, Australia’s Cyber Security Act 2024 requires 
organizations to report if they paid ransoms or face 
fines [105], although small business are exempt: 
“where entities with an annual turnover of less than 
$3 million are considered to be small businesses and 
exempt from reporting requirements of notifiable 
data breaches” [106]. 

3.2.2 Use Case Scenarios
The reviews by both Kulkarni et al. [48] and Yazdinejad 
et al. [19] described updated approaches for risk 
mitigation, greatly extending original research 
conducted by Nikander et al. [90] and others, and 
deepening results reported by Botschner et al. [5]. 
However, the persistent value of the following set of 
eight cyberattack scenarios identified in a 2018 report by 
the US Department of Homeland Security [107] should 
also be noted. These hypothetical scenarios covered 
threats to confidentiality, integrity, and availability:

http://csagroup.org


CYBERSECURITY IN THE CANADIAN FOOD VALUE CHAIN

24csagroup.org

Threats to Confidentiality:

	• Scenario 1: Data exposure and theft (insider, outside 
malicious hacker) of farmer cooperative member data.

	• Scenario 2: Foreign government gains access to 
confidential sensor data, which can be used to bias 
trade negotiations and/or to provide insights into 
features of CI.

Threats to Integrity:

	• Scenario 3: Data poisoning (realistic fake data) and 
public exposure to mimic a crop or livestock disease 
outbreak, disrupting supply chain function and 
causing reputational harm and damage to public trust.

	• Scenario 4: Alteration of data in transit to disrupt 
sensor or decision support systems, resulting in harm 
to or loss of crops or livestock.

	• Scenario 5: Alteration of data or algorithms used in 
livestock breeding processes, leading to financial 
losses due to missed gestation windows.

Threats to Availability:

	• Scenario 6: Compromised software (e.g., 
compromised patches, off-brand packages to 
“jailbreak” equipment as part of “right-to-repair” 
approach to equipment maintenance) with 
exploitable vulnerabilities or malicious backdoors, 
which could result in equipment malfunctions or 
intentional disruptions during critical planting or 
harvesting windows, ransomware attacks, and other 
malicious exploits perpetrated against the business 
or other connected data entities.

	• Scenario 7: Equipment manufactured abroad 
incorporating firmware that enables various remote 
access functions. Remote access tools that have 
been installed by, or at the behest of, a foreign actor 
could enable destructive equipment attacks on the 
agri-food sector.

	• Scenario 8: Where rural communications systems 
lack redundancy and resilience, natural disasters  
may disable the guidance or communication systems 
required for the operation of precision agriculture tools.

While these threat scenarios are all relevant to the 
Canadian agri-food system, in the present environment 
of climate emergencies, disease outbreaks, and global 
unrest, scenarios 2, 3, 5, and 8 are particularly relevant. 

	• Scenario 2. Access to unmanned aerial system 
sensor data by foreign entities could become a 
concern for Canada, especially if key agricultural data 
is transmitted to, or stored by, foreign entities that are 
seeking to weaponize food security. Foreign access 
to, and tampering with, sensor data could advantage 
an adversary for economic or strategic gain. 

	• Scenario 3. Data poisoning to simulate a livestock  
or crop disease outbreak could have severe 
consequences for Canadian agriculture, causing 
economic and reputational damage. This is especially 
relevant in large-scale farming and livestock 
production, where real-time monitoring is critical. 
Data poisoning exploits could be conducted to harm 
Canada’s trading relationships or as a pretext by a 
hostile foreign government to weaponize trade as 
part of a hybrid operation within a diplomatic dispute. 
Additionally, this scenario aligns with use cases that 
depend on real-time IoT data for decision-making, as 
tampering with sensor data could lead to false alerts 
of disease outbreaks in crops or livestock. 

	• Scenario 5. With the application of AI to genomic 
analyses, stolen livestock breeding data could be 
examined for strain-specific resistance or 
vulnerabilities to disease or climate conditions in 
ways that could be commercialized by corporate or 
foreign competitors, or weaponized by the latter. 

	• Scenario 8. Climate-related and other natural 
disasters could disrupt rural communication 
networks and render digital agriculture systems 
inoperable. This threat is potentially intensified by  
the vast distances separating some of Canada’s rural 
farming communities from timely access to support 
for repair and recovery. Moreover, this scenario 
highlights the need to develop resilience in rural 
communication systems as a protective measure  
for Canada’s vast rural farming operations. 
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3.2.3 Social Cybersecurity Vulnerabilities  
and Threats
The preceding discussion regarding FVC cybersecurity 
focused on technical systems and vulnerabilities. 
However, the root of all cybersecurity challenges lies 
in the human dimension. Social cyber vulnerabilities 
and threats are a composite of human intentions 
and human error [108], along with group, business, 
and system-wide practices [109], [110]. As the agri-
food system is a CI and a contributor to national 
security, a range of strategic actions involving the 
human dimension may be necessary to predict, 
prevent, and detect malicious cyber exploits [5]. 

3.2.2.1 Individual Factors Limiting Cyber 
Preparedness

Several individual-level factors have been identified as 
possible barriers to improving the cyber preparedness of 
businesses within Canada’s FVC, including awareness, 
uncertainty and lack of knowledge, stigma, and cost 
considerations. Each of these factors is also related 
to misperceptions and misunderstandings of risk that 
are common in everyday life. These result partly from 
the mental “shortcuts” (i.e., cognitive biases) that 
people use to manage the moment-to-moment flood 
of information that reaches our senses [5]. Dupont 
[111] and Dupont et al. [112] suggested several ways 
that people’s thinking habits can bias perception of 
cybersecurity risks, which may result in a misplaced 
sense of safety among business owners. Three leading 
cognitive biases related to socially derived cybersecurity 

risks are particularly relevant: (a) misplaced optimism, 
(b) inertia or loss aversion, and (c) present bias.

Misplaced Optimism
Optimism bias is the tendency to believe that we are 
less likely to experience negative events compared to 
others [113]. This bias can lead to underestimating risks 
and making overly positive predictions about the future. 
It has been found that this bias negatively impacts 
cybersecurity in two ways: individuals misperceive risk 
and they see themselves as not being vulnerable to 
cyber threats [114]. In Canada, a survey found that the 
idea of “security through obscurity” and the attitude of 
“it won’t happen to me” were present among agricultural 
sector business owners [6]. Anecdotal information 
gathered through conversations during that research 
suggested a potential relationship between the sense 
of invulnerability and the presence of stigma around 
being victimized. This emerged in conversations 
with producers and other business owners who 
acknowledged that no one wanted to be seen as an 
unwitting victim because that conflicted with the social 
desirability of being a savvy agricultural business owner. 
It is important for sector business owners to understand 
the potential consequences of not sharing experiences 
of victimization, which may create the impression that 
cyberattacks are less prevalent than they are, leading 
to a false sense of security among others within the 
sector. There is a need for systematically gathered 
occurrence data among those who monitor and 
respond to cybersecurity incidents within the FVC. It is 
also suspected that cyber incidents are significantly 

“Three leading cognitive biases related to  
socially derived cybersecurity risks are 
particularly relevant: (a) misplaced optimism,  
(b) inertia or loss aversion, and (c) present bias.”
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underreported (e.g., [67]). Optimism bias may lead an 
individual to engage in a number of behaviours that 
make businesses more vulnerable to cyberattack, 
such as sharing credentials, sidelining preventive 
measures, ignoring indicators of potential security 
incidents, or being overconfident about their ability to 
manage cybersecurity [114]. These findings suggest 
the potential value of a two-pronged strategy: (a) 
raising awareness about cybersecurity in the FVC in 
general, and (b) showcasing specific examples of cyber 
incidents that have affected Canadian businesses. 
Dehghantanha and Karimpour [115] conducted a 
market survey of agri-food parties in Canada and the 
US to study cybersecurity technology adoption and 
perceived requirements, and found that concern about 
cybersecurity as a business issue was assessed at  
only a moderate level. More encouragingly, Russell  
et al. [116] found that, although there was variability in 
risk perception among the producers they interviewed, 
it appeared to be increasing over time. Specifically, 
participants reported that anecdotal information 
about cyberattacks happening around them, or 
learning about cyberattacks in the news, impacted 
their awareness. However, estimates of personal 
levels of risk did not seem to correlate with estimates 
of risks to their farm businesses, regardless of other 
variables, such as producer age, size of the farm, or the 
amount of digital agricultural technology being used.

Inertia Bias or Loss Aversion

Inertia bias is the tendency to choose to remain with 
the current situation, even when there may be better 
alternatives available [117]. This is also known as loss 
aversion, which emphasizes that negative changes 
from a reference state (losses) tend to be more salient 
to people than positive changes (gains). This bias can 
lead to resistance to change or to making decisions 
that prioritize maintaining things as they are, rather 
than adopting new and potentially more beneficial 
choices. Inertia bias and loss aversion may provide 
an additional explanation of some study findings. For 
example, in the survey of producers discussed in [6], 
52 percent of respondents indicated that on-farm 
cybersecurity was not a farm business priority. This 
was reinforced by farmers reporting an average spend 
of just over $500 on cybersecurity between January 

2020 and January 2022. In comparison, a Canadian 
Federation of Independent Business survey found 
that small businesses spent an average of $6700 on 
securing information technology (IT) systems during 
the same period [118]. Similarly, Dehghantanha and 
Karimpour’s analysis of market trends in digital 
agriculture found that cybersecurity spending in this 
sector accounted for only two to three percent of the 
total cybersecurity market in North America, despite 
the rapid growth of the latter market and the steady 
growth of digital technologies across the food system. 
As of 2019, the compound annual growth rate of the 
digital agriculture technology market and the global 
cybersecurity market were 14.1% and 10%, respectively 
[115]. Although there is currently no established 
corporate spending benchmark for cybersecurity, as 
a percentage of global revenue [119], some sources 
recommend a range of 5% to 20% of a business’s IT 
budget [120]. For smaller businesses, where the IT 
budget is a small share of business revenue (less than 
5%), spending on cybersecurity may easily account 
for less than 1% of total revenue [121]. Statistics 
Canada reports that, in 2023, the agri-food sector 
accounted for approximately 7% of the country’s 
GDP [122]. Farm business cycles typically correspond 
to growing seasons, rather than business quarters 
used in most other non-farm businesses. What may 
appear to be slower decision-making may actually be 
a function of the unique pace of farm businesses.

Present Bias

Also known as myopia bias or short-termism, present 
bias is the tendency to focus on present benefits 
rather than future harms. While farmers generally 
do well to anticipate future states (e.g., commodity 
prices), they and other small- and medium-sized 
FVC businesses adopting digital technology may not 
integrate the full range of short- and long-term issues 
into their analysis [123]. Present bias is particularly 
challenging for cybersecurity risks, which are often 
poorly understood by smaller businesses, as noted 
when considering optimism bias and inertia bias. 
Consequently, producers and others are likely to 
overemphasize current challenges at the expense 
of uncertain future cyber risks associated with new 
digital technology. Interviews conducted with agri-
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commodity organizations between 2021 and 2022 [6] 
found that, while organizations were taking steps to 
secure their own digital assets, few were focused on 
mobilizing awareness and building knowledge among 
the producers they served. In 2021, a meeting of the 
Federal-Provincial-Territorial Ministers of Agriculture 
led to the Guelph Statement [124], which articulates 
a set of shared priorities and principles guiding the 
development of the agri-food sector policy framework 
from 2023 to 2028. Although the Guelph Statement 
prioritizes “science, research and innovation to address 
key challenges and opportunities” and “enhancing 
resiliency to anticipate, mitigate and respond to risks,” 
as well as emphasizing the principle of collaboration 
with all key actors, it does not explicitly identify the  
role of digital agricultural technologies, nor the role  
of cybersecurity as an enabler of these technologies.

3.3 Enhancing Preparedness and 
Resilience
Improving cybersecurity preparedness and 
resilience across the FVC requires a combination 
of individual practice changes, system-level efforts, 
and processes that bridge individuals and systems 
to create networked capacity. The “cyber barn 
raising” framework was developed as part of the 
CSKA’s cybersecurity in agriculture research project, 

which focused on protecting primary agricultural 
production [11]. The framework, which is shown 
in Figure 5, outlines the key conditions needed to 
strengthen cyber resilience in agriculture and specifies 
four pillars of action to enhance cybersecurity 
preparedness and resilience in this part of the FVC.

On-Farm Cybersecurity

With the increasing presence of networked digital 
technologies within the agri-food system, cyber threats 
are becoming more widespread and more complex. 
Those managing enterprise-level risks and those at the 
front lines of food safety and security bear the brunt of 
cybersecurity pressures. While adopting cybersecurity 
best practices is critical, producers, processors, 
distributors, and retailers should not be left to manage 
these risks alone. The cyber barn raising framework 
proposes that cybersecurity capacity building should 
begin with these groups in mind, but should also build 
security and resilience by involving all key actors.

Cross-Sector Partnerships

Managing relevant business risks and opportunities 
should be a shared concern. This is consistent with 
the perspective that a key property of value chains 
is a shared commitment to understanding and 
addressing collective risk [23]. To build a resilient 

Figure 5: The cyber barn raising framework for cyber resilience within the agricultural sector (adapted from [11]).
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and adaptive food system, collaboration is essential. 
In Canada, due to a lack of domestic collaborative 
platforms, most CIs rely on US initiatives (e.g., the 
Food and Agriculture Information Sharing and 
Analysis Center [125]). To strengthen planning and 
response capacity, greater collaboration across 
sectors will be required to predict, deter, and prevent 
cyber incidents. This approach advocates for the 
inclusion of diverse perspectives, ensuring that a 
wide range of interested parties, such as farmers, 
industry groups, NGOs, academics, government, 
other CI operators and consumers, are involved.

Workforce Capacity

A workforce that includes knowledge, skills and 
abilities related to cybersecurity is crucial for 
innovation and economic growth. To that end, the cyber 
barn raising framework specifies two key activities: (a) 
providing ongoing training for people already working 
in the agri-food sector and (b) preparing youth and 
new entrants through post-secondary education. The 
global talent shortage in cybersecurity is estimated 
to be in the millions [126]. Beyond traditional STEM 
training, post-secondary programs should incorporate 
cybersecurity awareness across other fields, including 
agriculture, business, and technology. Early education 
for children and youth is also important to inspire 
future careers in the agri-food sector. By focusing on 
both current and future talent, Canada can address the 
growing cybersecurity challenges across industries.

Legislation, Governance, Standards and Incentives

Effective data governance is indispensable for 
managing the complex processes, opportunities, and 
risks associated with digital agriculture technologies. 
It enables trust in the people, processes, and 
technologies, which is foundational for innovation and 
adoption. Governance structures for cyber resilience 
should be tailored to meet specific needs, recognizing 
that digital agri-food technology is an interconnected 
and interdependent ecosystem. Standardization could 
play a key role in advancing cyber governance, maturity 
and resilience in Canada’s agri-food sector by helping 
to safeguard data availability, integrity, confidentiality, 
and ownership. For example, a 2023 report from the 
International Organization for Standardization (ISO) 

Strategic Advisory Group on Smart Farming highlights 
practical opportunities for enhancing digital agricultural 
cybersecurity through standardization [127].

3.4 Jurisdictional Cybersecurity 
Frameworks and Guidelines
3.4.1 Canada
In 2019, a mid-term review of the 2019–2024 National 
Cyber Security Action Plan [128] and the National 
Cyber Security Strategy was launched by Public Safety 
Canada [129]. Although the FVC was not identified 
explicitly as a focus for action on CI cybersecurity, 
the 2021 cyberattack on JBS Foods was highlighted 
to draw attention to the real-world consequences 
of malicious cyber activities. Agriculture and Agri-
Food Canada created a web page, Cyber Security 
and Your Farming Business [130], to disseminate 
resources on cybersecurity to producers. In addition 
to practical advice on potential business practice 
changes, the page includes links to a variety of 
resources [131], [132], [133]. In 2024, Agriculture and 
Agri-Food Canada established the Working Group 
on Cyber Security in the Agriculture and Agrifood 
sector, which includes representatives from the 
federal, provincial, and territorial governments, along 
with representatives from the agri-food industry 
and research communities, and focuses on:

	• Facilitating discussions and collaboration among 
senior officials and cybersecurity experts on 
emerging threats and trends affecting agriculture and 
agri-food sectors;

	• Identifying gaps and opportunities (e.g., standards, 
policies, best practices) to improve cybersecurity 
resilience in the sector; and

	• Supporting the development and dissemination of 
resources to raise awareness of cybersecurity threats 
and guide the agricultural sector, especially SMEs, in 
building cybersecurity resilience.

In 2024, Ontario launched the Cybersecurity 
Preparedness Initiative to provide financial support 
to cybersecurity enhancements addressing the 
“specific and growing needs of agricultural marketing 
boards” [134]. This program provides funding 
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for cybersecurity improvements. At the time of 
writing, no other province or territory has launched 
cybersecurity funding programs for the agri-food 
sector, although British Columbia has launched 
its CyberBC initiative, which focuses on broader 
public sector organizations [135]. The Canada Cyber 
Foundry at the University of Guelph was created 
with support from the governments of Canada and 
Ontario and includes a non-profit consultancy, as well 
as education, training, and self-assessment tools that 
focus on the needs of SMEs [136] within the FVC.

In Canada, the most formal organizing frameworks for 
cybersecurity that could be applied to the FVC are the 
Canadian Centre for Cyber Security (CCCS) Baseline 
Cyber Security Controls for Small and Medium 
Organizations [137], new federal legislation (Bill C-26) 
that would enact the Critical Cyber Systems Protection 
Act [138], and a set of voluntary Cyber Security 
Readiness Goals (CRGs) for federally regulated CI 
operators (banks, telecommunications, transportation) 
[139]. Any organization doing business with regulated 
entities will likely be contractually obligated to meet the 
same requirements (e.g., reporting, audited cyber plan, 
etc.). CCCS assessed that while it would be optimal 
for businesses to implement a set of Canada-specific 
cybersecurity controls (a policy, tool, or procedure that 
reduces the risk of a cybersecurity incident affecting 
digital systems, networks, and data) comparable to 
the National Institute of Standards and Technology 
(NIST) Cyber Security Framework or ISO/IEC 27001 
(Annex 4A) [140], that may be out-of-reach for many 
SMEs due to financial and human resource constraints. 
Consequently, CCCS formulated its baseline cyber 
security controls to be useful to small and medium-
sized organizations in Canada, and two further 
assumptions were made in developing the controls:

	• Organizations can address most cyber threats 
through cybersecurity awareness and best practices 
in cybersecurity and business continuity; and

	• The 80/20 rule is relevant in achieving tangible 
advances in cybersecurity, where 80% of the benefits 
can be achieved with an initial 20% of the effort.

As shown in Table 4, CCCS identified five 
organizational controls (i.e., actions to help 

organizations determine whether the baseline 
controls are relevant for their specific circumstances) 
and 13 baseline controls “to help organizations 
maximize their cybersecurity investments” [137]. 

Bill C-26 [141], which advanced to second 
reading in the Senate in June 2024, offered a 
framework for safeguarding cyber systems crucial 
to Canada’s national security and public safety. 
The bill mandated that designated organizations 
(“vital services” or “vital systems”) must:

	• Develop and implement cybersecurity programs;

	• Mitigate supply chain and third-party risks; 

	• Report supply chain and third-party risks; and

	• Adhere to cybersecurity directives.

While these provisions do not refer directly to agri-
food sector organizations, they are a set of conditions 
and obligations that are relevant across the agri-FVC. 
Bill C-26 died on the order paper when Parliament 
was prorogued in January 2025, but in June 2025, 
similar legislation was introduced under Bill C-8 [142], 
which advanced to second reading in the House 
of Commons in October 2025 [143]. The Consumer 
Privacy Protection Act contained within Canada’s 
Digital Charter Implementation Act 2022 (Bill C-27), 
focused on strengthening private sector privacy law 
[121]. Among other things, the Act addressed reporting 
to the Office of the Privacy Commissioner of Canada 
if the risk of significant harm threshold is met. Failure 
to do so would result in significant administrative 
monetary penalties. This would formalize a stronger 
reactive stance but it does not directly address proactive 
approaches to prevent data breaches in the first place. 
Bill C-27 also died on the order paper in January 2025. 
In October 2024, CCCS published the CRGs, a set of 
guidelines for CI operators to assist in enhancing the 
cybersecurity posture of essential services. Notably, 
the CRGs, which are “designed to be an evergreen 
resource that can be used by all critical infrastructure 
sectors. . . will be updated by the Cyber Centre based 
on feedback from partners and as the threat landscape 
evolves over time” [144]. Included in this resource is 
a toolkit of 36 cross-sector cybersecurity practices 
that have been designed to be applicable to all CI. 
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Table 4: Canadian Centre for Cyber Security organizational controls and baseline cybersecurity controls (adapted from [137]).

Organizational Controls Baseline Cybersecurity Controls

1. Assess organizational size

•	 The baseline controls were intended to serve organizations with less than 500 employees.

•	 It is recommended that larger organizations invest in more comprehensive 
cybersecurity measures.

1.	 Develop an incident response plan

2.	 Automatically patch information  
systems and operations

3.	 Enable security software

4.	 Securely configure devices

5.	 Use strong user authentication

6.	 Provide employees with  
awareness training

7.	 Back up and encrypt data

8.	 Secure mobility

9.	 Establish basic perimeter  
defences

10.	 Secure cloud and outsourced  
IT services

11.	 Secure websites

12.	 Implement access control and 
authorization

13.	 Secure portable media

2. Determine what IT is in scope

•	 Organizations should identify which components of their information systems and 
assets fall within the scope of their implementation of the baseline controls. They 
should also provide a justification for excluding any information systems or assets and 
acknowledge the associated risk in doing so.

3. Determine the value of information systems and assets

•	 Organizations should ensure they comprehend the value of their information systems 
and assets (e.g., sensitive customer information and intellectual property).

•	 Organizations should evaluate potential harms on the confidentiality, integrity, and 
availability of their information systems and assets.

4. Confirm the cybersecurity threat level

•	 Organizations should identify whether experiencing a cybersecurity incident would 
not just cause harm against the organization but might also constitute a threat to 
national security.

5. Confirm cybersecurity investment levels

•	 Organizations should identify personnel accountable for a leadership role in ensuring 
cybersecurity.

•	 Organizations should determine acceptable resourcing levels (financial and human) 
related to cybersecurity. 

•	 Organizations should commit to ongoing improvements in cybersecurity.

Like the Baseline Cyber Security Controls for Small 
and Medium Organizations [137], the voluntary CRGs 
represent an attempt to create a practical pathway to a 
better cybersecurity posture, rather than enshrining a 
comprehensive and exhaustive list of requirements. A 
helpful dimension of the CRGs for the agri-food sector 
is that they include cybersecurity recommendations 
that cover both IT, which focuses on managing and 
processing information, and operational technology 
(OT), which involves controlling and monitoring 
physical processes and systems. As shown in Table 
5, the CRGs are organized according to six pillars 
that reflect and add to the organizing framework 
used in the US Government’s NIST Cybersecurity 
Policy Template [145], and which extend the US 

Cybersecurity and Infrastructure Security Agency’s 
(CISA) Cross-Sector Cybersecurity Performance 
Goals [146]. Each of the 36 CRGs provided in the 
Cross-Sector Cyber Security Readiness Goals Toolkit 
[147] is elaborated on and linked to references that 
provide additional information on implementation. 
Five aspects of effective implementation are specified, 
and are outlined in Table 6. These five elements are 
intended to serve a variety of CI situations and to 
complement the Baseline Cyber Security Controls for 
Small and Medium Businesses [137]. However, unique 
features of enterprises within the FVC may preclude 
the implementation of some of these safeguards. 
This will be discussed in further detail in Section 3.7, 
which summarizes findings from the interviews.
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Table 5: Canadian Centre for Cyber Security CRGs (adapted from [139]).

Pillar (*New) Corresponding CRGs (*New, ** Altered)

Govern* •	 Privacy leadership*
•	 Supply chain incident reporting process and policies**
•	 Vendor/supplier cybersecurity requirements
•	 Organizational and OT cybersecurity leadership**
•	 Improving IT and OT cybersecurity relationships**

Identify •	 Asset inventory and network topology**
•	 Mitigating known vulnerabilities
•	 Third-party validation of cybersecurity control effectiveness
•	 Incident response plans
•	 Deploy security.txt files (a standardized way for organizations to provide information on how  

to report security vulnerabilities or security-related issues )
•	 Select a trusted cloud service provider*

Protect •	 Change default passwords
•	 Minimum password strength
•	 Unique credentials
•	 Revoke credentials for departing employees
•	 Separating user and privileged accounts
•	 Network segmentation
•	 Detection of unsuccessful login attempts
•	 Phishing-resistant multi-factor authentication
•	 Basic and OT cybersecurity training **
•	 Strong and agile encryption (data in transit)
•	 Secure sensitive data (data at rest)

•	 Email security
•	 Disable macros by default
•	 Hardware and software approval process
•	 System backups and redundancy
•	 Log collection
•	 Secure and central log storage**
•	 Prohibit connection of unauthorized devices
•	 Limit OT connections to public internet
•	 Document device configurations
•	 No exploitable services on internet
•	 Secure administrator workstation*

Detect •	 Detect relevant threat and tactics, techniques, and procedures (TTPs)

Respond •	 Incident reporting

Recover •	 Incident planning and preparedness

Table 6: Implementation considerations for CRGs in cross-sector goals toolkit (adapted from [147]).

Aspect Detail

Outcome The intended security outcome intended for each CRG.

Recommended action Actions to take to achieve CRGs (updated as required).

TTPs/risk addressed Risk statement: The risk(s) mitigated by implementing recommended action(s).
This includes, where applicable, reference to the MITRE ATT&CK globally accessible repository of 
adversary tactics and techniques derived from real-world observations. The ATT&CK knowledge base 
serves as a foundation for creating specific threat models and methodologies in the private sector, 
government, and cybersecurity products and services (https://attack.mitre.org/). 

NIST CSF 2.0 reference Subcategory of NIST 2.0 that best relates to the security practice of each goal.

Supporting guidance 
reference

Additional information and resources provided by the Cyber Centre in support of each goal and outcome.
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3.4.2 United States
In March 2016, the Federal Bureau of Investigation 
(FBI) published a Private Industry Notification that 
identified smart farming technologies as a potential 
threat pathway for attacks against the US food and 
agriculture sector [148]. At that time, the assessed 
threat focused mainly on the potential theft of farm-
level data. In addition to farm-level precautions, 
producers were encouraged to ask agricultural 
technology and other data management companies 
how they use and safeguard farm data, and what they 
do to integrate cybersecurity measures into digital 
agriculture technology. In 2018, the Department of 
Homeland Security’s Public–Private Analytic Exchange 
Program issued a report on potential vulnerabilities 
related to digital agriculture, illustrating these through 
eight threat scenarios, as discussed in Section 3.2.2. 
The threat overview was based on the three pillars 
of information security: confidentiality, integrity, 
and availability. The report concluded with a set of 
recommended best practices for the producer and 
agribusiness communities. Eleven baseline security 
controls were proposed under three categories [107]:

	• Key security controls used in other industries with 
applicability and utility in securing digital agriculture 
technologies and their users. These controls are 
derived from the Center for Internet Security (CIS) 
Critical Security Controls [149] and guidance from 
industry practitioners, and are:
	• Implement email and browser protections;

	• Limit and control network ports, protocols, and 
services;

	• Inventory and control hardware assets;

	• Inventory and control software assets;

	• Account monitoring and control; and

	• Separate operational technologies and business 
operations.

	• Additional controls for operators of digital agriculture, 
to address issues not included in the key security 
controls:
	• Data recovery capabilities;

	• Data protection; and

	• Understanding data ownership.

	• From a broader deterrence perspective, incident 
response and physical security for digital agriculture 
businesses:
	• Incident response and management; and

	• Implement physical controls.

A subsequent FBI Private Industry Notification 
in September 2021 flagged the growing threat of 
ransomware attacks on the agriculture sector and 
provided a set of recommendations focusing on basic 
cyber hygiene practices. At the time of writing, the 
CISA continues to recommend the 2018 Department of 
Homeland Security report for information and as a basis 
for threat mitigation [107], [150]. A 2018 report by the 
US Government Accountability Office on cybersecurity 
framework adoption across CIs recommended that the 
US Department of Agriculture (USDA) should consult 
with sector partners and relevant parties, including 
the Department of Homeland Security and NIST, to 
“develop methods for determining the level and type of 
framework adoption by entities across their respective 
sector” [151, p. 22]. Despite efforts to engage the agri-
food sector, and to encourage and support the use of 
the NIST cybersecurity framework, as of February 2018, 
“the USDA has not yet received information from sector 
entities regarding their adoption of. . . the framework” 
but indicated a commitment to “providing its members 
with guidance on framework adoption in [that year]”  
[151]. In May 2021, the President of the US issued an 
Executive Order on Improving the Nation’s Cybersecurity 
[152], which emphasized the importance of:

	• Removing barriers to threat information sharing 
between government and the private sector;

	• Establishing a cyber safety review board with the 
authority to convene following a significant cyber 
incident to analyze what happened and make 
concrete recommendations for improving 
cybersecurity; and

	• Creating a standardized approach (“playbook”) for 
responding to cybersecurity vulnerabilities and 
incidents.

In 2013, the IT Information Sharing and Analysis 
Center (ISAC) created the Food and Agriculture 
Special Interest Group to help the industry safeguard 

http://csagroup.org


CYBERSECURITY IN THE CANADIAN FOOD VALUE CHAIN

33csagroup.org

agri-food enterprises. As demand grew, the group 
evolved to become the Food and Agriculture 
ISAC [125], which has three key functions:

	• Document the tactics, techniques, and procedures  
of malicious cyber actors, as well as indicators of 
compromised technology or systems;

	• Provide incident-specific alerts and publish requests 
for assistance on behalf of members; and

	• Provide access to an intelligence management 
platform that members can use to enhance their 
capacity for threat hunting and analysis.

The relationship between CI operators and the 
US government is primarily regulatory rather than 
purposefully collaborative. US ISACs are relevant to 
Canadian cyber readiness because most domestic CI 
sectors collaborate with American ISACs, and Canada 
lacks a similar entity. The interconnected nature of 
North American CIs and Canada–US collaboration 
on defence and security may also be a factor. The 
Promoting Precision Agriculture Act of 2023 directed 
the USDA, in collaboration with NIST and the Federal 
Communications Commission, to develop voluntary 
interconnectivity standards and prioritize cybersecurity 
[153]. The Farm and Food Cybersecurity Act of 
2025 [125], currently proceeding through committee 
approval, seeks to strengthen cybersecurity across 
the agri-food sector by outlining key measures for 

risk assessment and improving readiness to respond 
to cyber threats. CISA also conducts large-scale, 
biennial government-sponsored cybersecurity 
exercises, known as Cyber Storm, which featured the 
agri-food sector for the first time in April 2024 as the 
primary impacted sector in the simulation [154].

3.4.3 European Union
There are three central regulations in the EU that 
address cybersecurity: (a) the European Union Agency 
for Cybersecurity (ENISA) Regulation, (b) the Directive 
on Security of Network and Information Systems (NIS 
and NIS2 Directives), and (c) the EU General Data 
Protection Regulation (GDPR) [155]. Although the ENISA 
Regulation does not explicitly reference standards, the 
importance of pursuing enhanced cybersecurity through 
European standardization organizations and the ISO is 
identified [156]. The original NIS Directive [156], adopted 
in 2016, required EU member states to ensure that 
operators of essential services in sectors such as energy, 
transport, banking, financial market infrastructures, 
health, water supply, and digital infrastructure take 
appropriate security measures and report incidents. 
However, it did not explicitly mention the food sector. 
The directive required member states to ensure that 
essential services operators and digital service providers 
take appropriate security measures to manage risks 
to the security of network and information systems. 
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While the directive emphasized the importance 
of security measures, it did not prescribe specific 
cybersecurity standards. Instead, it allowed member 
states some flexibility in determining the standards 
and measures that should be implemented, which 
had to be proportionate to the risks. The NIS2 
Directive [157], which updates and expands on the 
original NIS Directive, was implemented into law 
in the EU in 2024 [158], and broadens its scope to 
include more sectors and subsectors, including the 
agri-food sector. It also introduces stricter security 
requirements. Agri-food relevant provisions include:

	• Essential entities: Food production, processing, and 
distribution are listed among the essential entities 
that must adhere to cybersecurity requirements.

	• Increased scope: Medium and large enterprises in 
the agri-food sector are included in NIS2.

	• Risk management: Entities in the agri-food sector 
must implement risk management measures, 
including those related to cybersecurity.

	• Incident reporting: NIS2 mandates that significant 
incidents affecting the food sector be reported to 
national authorities.

	• Corporate accountability: Management is directed to 
receive training on, and have oversight and approval 
of, measures aimed at addressing cybersecurity risks. 

	• Business continuity: Organizations are to take 
appropriate steps to enable business continuity in 
the event of cybersecurity events, including system 
recovery. 

To date, seven member states have approved and 
adopted the implementing legislation: Belgium, 
Croatia, Hungary, Italy, Latvia, Lithuania, and Slovakia 
[159]. The percentage of the GDP of these countries 
accounted for by agriculture, forestry, and fishing 
ranged from 0.8% (Belgium, 2024) to 4.1% (Latvia, 
2024), compared to 1.6% for Canada (2021) and 0.9% 
for the US (2024) [160]. The inclusion of the agri-
food sector reflects the growing recognition of the 
importance of securing the sector, given its role in 
national and international supply chains. The NIS2 
Directive expands and clarifies the requirements 
related to cybersecurity standards, as follows:

	• Harmonized security measures: NIS2 introduces 
more specific requirements for risk management  
and mandates that essential and important entities 
implement technical and organizational measures to 
manage cybersecurity risks. These measures must 
be based on recognized international standards and 
best practices where applicable.

	• European cybersecurity certification framework:  
This aims to create an effective level of cybersecurity 
standardization across the EU, and identifies that 
national frameworks should specify [161]: 
	• Categories of products and services covered;

	• Cybersecurity requirements, such as standards or 
technical specifications;

	• Type of evaluation to be conducted; and

	• The envisioned level of assurance.

	• Sector-specific standards: NIS2 acknowledges the 
need for sector-specific cybersecurity standards and 
encourages the adoption of these standards to ensure 
that security measures are tailored to the unique 
needs of different sectors, including the food sector.

	• Guidelines and best practices: NIS2 encourages 
cooperation among member states and EU 
institutions to develop and promote guidelines and 
best practices related to cybersecurity, which can 
include standards that entities should follow.

3.4.4 United Kingdom 
The UK has taken steps similar to those taken by the 
CCCS to provide resources to agri-food operators, 
and by extension, those across the FVC, aimed at 
enhancing cybersecurity. For example, the UK’s 
National Cyber Security Centre worked with the 
National Farmers’ Union to develop a producer-
focused cybersecurity guide, Cyber Security for 
Farmers [162], which describes a set of basic 
cybersecurity practices, not unlike those identified 
in Canada’s Baseline Cyber Security Controls for 
Small and Medium Organizations [137]. However, 
the guide does not explicitly link its recommended 
controls to a specific standards framework. In addition 
to the guide, the National Cyber Security Centre 
has also published a suite of resources for small 
and medium organizations [163], which include:
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	• Basic cyber awareness guide;

	• Free cyber action plan tool for organizations; and

	• Small business cybersecurity guide.

In the King’s Speech 2024 [164], the UK government 
signalled its intention to put forward new legislation 
to strengthen the cybersecurity of CI. The proposed 
Cyber Security and Resilience Bill [165] will:

	• Focus on CI providers, broadening the current 
network and information security framework [166] to 
extend protection across digital services and supply 
chains;

	• Mandate ransomware reporting, enabling authorities 
to better grasp the threat’s scale and enhance the 
capacity to alert affected parties by widening the 
types of incidents regulated entities are required to 
report; and

	• Grant new powers to regulators and extend the reach 
of existing regulations.

The EU’s NIS Directive was adopted in 2016 to 
create “a common level of security for network and 
information systems,” and it focuses on network and 
information systems security and the digital data 
they hold and transmit, in contrast to the UK’s GDPR, 
which focuses on the processing of personal data 
[167]. As mentioned in Section 3.2.1, the UK’s Product 
Security and Telecommunications Infrastructure Act 
2022 [98], which came into effect in 2024, requires 
that businesses in the supply chains of consumer 
products that can connect to the internet or a network 
(e.g., smart surveillance cameras) are compliant with 
the accompanying legislation that specifies minimum 
security requirements [168]. These requirements include:

	• Meeting minimum password requirements;

	• Providing information on reporting security issues to 
a designated point of contact;

	• Providing information on the minimum period during 
which security updates are provided as part of a 
product; and

	• Adhering to relevant provisions within ETSI EN 303 
645 and ISO/IEC 29147 in order to achieve 
compliance with security requirements [149].

3.4.5 Netherlands
In the Netherlands, the National Cyber Security Centre 
has been actively facilitating sectoral cooperation 
to enhance organizational cybersecurity [6]. The 
Netherlands Cybersecurity Strategy 2022–2028 (NLCS) 
[170] was developed through collaborative processes 
involving public, private, and civil society organizations, 
which were coordinated by the National Coordinator 
for Counterterrorism and Security, with information 
provided by the Cybersecurity Threat Assessment for 
the Netherlands [170]. Given the collaborative, multi-
party approach taken in developing the NLCS, the 
nature of a cyber risk is conceptualized relationally, as 
the result of an interaction among certain organizational 
and sectoral interests, threats to those interests, 
and the organizational cybersecurity practices and 
levels of cyber resilience relating to the threats. The 
strategy reflects the need for an integrated approach to 
cybersecurity and cyber resilience, which relate to [170]:

	• A growing “cyber resilience gap” between 
organizations (Canada Cyber Foundry refers to this 
as the “cyber poverty line”);

	• Workforce capacity issues;

	• Lack of clarity on responsibilities within the 
cybersecurity ecosystem;

	• Fragmented information sharing across organizations;

	• Limited perspectives and information on the nature 
and scale of harms;

	• Immature capacity and practices to enable learning 
and knowledge sharing about cyber incidents;

	• Insufficient research knowledge transfer and 
marketing of innovation;

	• Challenging nature of developing international 
cybersecurity norms, which means the creation, 
adoption, and implementation of international norms 
regarding state responsibility are progressing slowly; 
and

	• Limited cybersecurity awareness and knowledge of 
cybersecurity best practices among smaller 
organizations and members of the public. 
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The NLCS is a values-based document, emphasizing 
an underlying commitment to the role that digital 
technologies and digital security can play within a just 
and equitable society. It embodies a social contract 
in which digital security is something that everyone 
can count on. This is reflected in a set of guiding 
principles for the development of cybersecurity 
policy and legislation, which include [170]:

	• Cybersecurity is integral to the domestic 
digitalization process.

	• Digital security and resilience should be a common 
good, and cyber risks are shared as part of a broader 
risk assessment requiring that organizations take 
proportionate, realistic, and sector-specific measures.

	• All relevant organizational and government parties 
have a responsibility for their own cyber resilience; the 
role of government is to inform, stimulate, facilitate, 
and assist based on risk assessment. Government  
also sets legal and other frameworks, and intervenes 
where necessary, considering organizational maturity 
levels and interests of organizations.

	• Organizations and the public require clarity on how 
and when they can seek information, expertise, and 
assistance.

	• Central government and relevant authorities 
exemplify appropriate levels of resilience to the 
public interests they must safeguard.

	• Government capacity must be deployed efficiently  
and effectively. The strategy is to serve as the general 
organizing framework to prevent fragmentation of 
effort in the cybersecurity domain; specificity can be 
achieved through sectoral policies, strategies, and 
roadmaps, including those reflecting emerging norms.

	• Public–private partnerships that are accountable for 
results are foundational to the strategy.

	• Because digital security spans national borders, 
international cooperation is essential. Solutions 
should seek to strengthen cybersecurity and digital 
autonomy in an international and European context.

As shown in Table 7, the NLCS is based on four pillars 
emphasizing resilience, security, response posture, and 
workforce capacity.

The NLCS includes an explicit acknowledgement of the 
human, socio-technical dimension of cybersecurity. 
Moreover, it recognizes the need for agility in responding 
to shifting threats and opportunities in ways that have 
not been made explicit in other such frameworks and 
standards regimes: The Netherlands’ digital security  
is inextricably linked to technological and social 
developments. Cybersecurity measures that are effective 
today might be obsolete by tomorrow, and that is why 
the government has opted for an adaptive approach to 
this strategy and the associated action plan. In order to 
respond to trends, current threats and risks, we need to 
be able to develop, adjust or intensify the measures 
arising from the Netherlands Cybersecurity Strategy 
over time [170, p. 47]. To this end, monitoring, evaluation, 
and ongoing learning are identified as necessary 
components of effective implementation and sustainable 
value. Although the NLCS does not explicitly mention 
the agri-FVC, its principle of specificity, its focus on 
collaboration, and its emphasis on agility in the context 
of all-of-society capacity, compensate for the lack of a 
sector-specific framework. 

3.4.6 Australia
In 2023, the Australian Ministry for Home Affairs and 
Cyber Security released its 2023–2030 Australian 
Cyber Security Strategy [171] to address a legislative 
gap following the introduction of the Security of  
Critical Infrastructure Act 2018 [172]. The strategy’s 
implementation is divided into three phases: foundation 
setting, the development of cyber maturity across the 
economy, and global leadership in cybersecurity. It also 
features a multi-layered view of change, including 
attention to human and technological layers of the 
cybersecurity ecosystem, which are denoted as the 
following six “cyber shields” [172]:

	• Strong businesses and citizens;

	• Safe technology;

	• World-class threat sharing and blocking;

	• Protected CI;

	• Sovereign capabilities; and

	• Resilient region and global leadership.
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The Australian strategy includes regulatory reforms 
under existing legislation, bringing new attention to 
cyber incident reporting, ransomware payments, data 
retention, and corporate governance [171].The strategy 
also encourages the adoption of international 
cybersecurity standards for IoT devices through 
collaboration with industry and international partners  
to influence the development and adoption of 
international software security standards by Australian 
organizations, including secure-by-design and secure-
by-default practices [171].Although food and grocery are 
identified as one of 11 CIs, the strategy does not contain 
any specific direction about the need or the targeted 
methods for building cyber preparedness and 
resilience within this sector.

The Australian Signals Directorate outlined the following 
eight baseline essential strategies (the “Essential Eight”) 
to mitigate cybersecurity incidents by protecting IT and 
OT [173]:

	• Patch applications;

	• Patch operating systems;

	• Multi-factor authentication;

	• Restrict administrative privileges;

	• Application control;

	• Restrict Microsoft Office macros;

	• User application hardening; and

	• Regular backups.

The Essential Eight include a corresponding three-level 
maturity model to enable organizations to implement 
cybersecurity controls aligned to their environments 
and levels of capacity. Table 8 provides an example  
of the three levels of maturity for one element of the 
strategy, application control, which refers to the 
practice of managing and restricting the execution  
of applications on a system or network. This involves 

Table 7: The four pillars of the Netherlands Cybersecurity Strategy.

Pillar/Emphasis Corresponding Aims

1. �Cyber resilience of 
the government, 
businesses, and civil 
society organizations

Reduce risks to an acceptable level using a 
variety of prevention measures.

Where incidents occur, promote ability to 
minimize damage and enable recovery.

Organizations understand threats and risks and 
how to manage them.
Organizations are properly secured against 
cybersecurity risks and understand their role within 
an interconnected sector. 
Organizations are able to respond, recover, and 
learn from incidents.

2. �Secure and 
innovative digital 
products and 
services

Suppliers and consumers of digital products  
and services

Promoting cybersecurity knowledge, 
development and innovation. 

Enabling a secure and innovative digital 
economy contributing to national prosperity.

Digital products and services are more secure.
A vigorous domestic cybersecurity knowledge and 
innovation chain.

3. �Counteracting cyber 
threats posed by 
states and criminals

National and international approaches to 
contending with malicious cyber actors based on 
insights about the cyber threat landscape.

A key role for government.

Clarity about cyber threats posed by state and 
criminal actors.

States participate in normative responsible 
behaviours in cyberspace.

4. �Cybersecurity labour 
market, education, 
and cyber resilience  
of the public

The human dimension of cyber resilience.

Whole-of-society approach regarding 
development of digital skills. 

Proper protection of the public against cyber risks.

Timely public response to cyber incidents.

Digital and cybersecurity education in schools.

Domestic labour market capacity to address 
demand for cybersecurity expertise.
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Table 8: Example of Essential Eight maturity levels for application control.

Level 1 Level 2 Level 3

Application control is implemented on 
workstations.

Application control is implemented on 
workstations.

Application control is implemented on 
workstations.

Application control is implemented on 
internet-facing servers.

Application control is implemented on 
internet-facing servers.

Application control is implemented on 
non-internet-facing servers.

allowing only approved applications to run, thereby 
preventing unauthorized or potentially harmful software 
from executing. Application control helps mitigate risks 
by reducing the attack surface, controlling software 
vulnerabilities, and ensuring compliance with security 
policies. Where agri-FVCs are diverse in their levels of 
digitalization and cybersecurity capacity, including a 
maturity dimension within a future standards 
framework may be a useful consideration. 

The Securing Critical Agriculture Technology and 
Emerging Solutions research initiative also aims to 
develop and disseminate user-friendly cybersecurity 
solutions to agricultural producers [174]. The broader 
goal of this new initiative is to secure AI and IoT-
enabled digital agriculture and address overall sector 
vulnerability. As mentioned in Section 3.2.1, Australia’s 
Cyber Security Act 2024 [105] mandates that 
organizations must report if they paid a ransom. It  
does not criminalize the payment but mandates the 
reporting of payment. 

3.4.7 New Zealand
New Zealand’s National Cyber Security Centre has a 
function analogous to that of its counterparts in the UK 
and Canada. In 2024, it released a beta Cyber Security 
Framework for public feedback [175]. The framework, 
which consists of five core cybersecurity functions and 
a corresponding set of desired outcomes, reflects the 
National Cyber Security Centre’s position that 
cybersecurity “is a multi-dimensional challenge” [175]. 
The five functions of the framework, which are centred 
around the first, can be described as follows:

1.	 Guide and Govern: The promotion of cybersecurity 
through organizational governance and guidance to 
staff.

2.	Identify and Understand: Knowledge of, and 
accountability for, the cybersecurity practices  
relevant to an organization, including asset 
identification, situational awareness of the business 
context and its threat environment, and distinguishing 
between cybersecurity responsibilities internal to the 
organization and those belonging to suppliers  
and providers.

3.	Prevent and Protect: A practical focus on addressing 
current risks within an organization’s scope of 
control, while pursuing incremental improvement, 
through a focus on addressing vulnerabilities and 
protecting assets. 

4.	Detect and Contain: Understanding system 
functions and connections, monitoring, and 
containing incidents.

5.	Respond and Recover: Prioritizing incident response 
to enable prompt recovery of critical business 
functions.

Similar to Canada’s Baseline Cyber Security Controls  
for Small and Medium Organizations [137], the New 
Zealand framework draws from elements of the US NIST 
Cybersecurity Framework (CSF) [176], [104]. As shown 
in Table 9, the two frameworks are broadly similar.

The New Zealand framework makes two key 
modifications to the NIST CSF. First, while the NIST 
framework outlines 22 categories and over 100 
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Table 9: Comparison of New Zealand’s Cyber Security Framework functions to the NIST Cybersecurity Framework  
(adapted from [175]).

New Zealand Cyber Security Framework Functions Corresponding NIST Cybersecurity Framework Functions

Guide and Govern
Identify

Identify and Understand

Prevent and Protect Protect

Detect and Contain Detect

Respond and Recover
Respond

Recover

subcategories of activities within its five primary 
functions, the New Zealand framework focuses on 
defining what successful outcomes look like for each 
top-level function instead of detailing each activity in a 
granular fashion [175]. The intent of this is twofold: to 
make it easier to engage with other agencies using 
different frameworks, and to demonstrate how 
cybersecurity activities can fit within the framework. 
Second, the New Zealand framework separates the 
guide and govern functions, which the NIST CSF 
framework generally includes under identify. This is done 
to maintain a clear distinction between cybersecurity 
governance and cybersecurity management, as separate 
functions, typically handled by different parts of an 
organization.

3.5 Cybersecurity Standards and 
Frameworks
3.5.1 ISO/IEC 27001, Information Security 
Management Systems
ISO/IEC 27001, Information security, cybersecurity and 
privacy protection — Information security management 
systems — Requirements [178], is an international 
cybersecurity standards framework designed to help 
organizations protect their information assets through  
a systematic approach to managing sensitive data. It is 
part of the ISO/IEC 27000 series of standards, which 

provides comprehensive guidelines for establishing, 
implementing, maintaining, and continually improving 
an information security management system. From a 
compliance perspective, the ISO/IEC 27000 series is 
intended to help organizations position themselves in 
relation to existing or emerging regulations [179]. ISO/
IEC 27000 describes the overall framework and 
vocabulary, and the corresponding series includes 
requirements, controls, guidelines, auditing, and 
adaptations for specific sectors. ISO/IEC 27001 includes 
specifications for an information security management 
system, while ISO/IEC 27002 provides an accompanying 
set of best practices and control objectives [179]. The 
series emphasizes the importance of risk assessment, 
planning and implementation activities, training, 
continuous monitoring, regular audits, and ongoing 
improvement to ensure that security measures remain 
effective and relevant in the face of evolving threats. 
ISO/IEC 27001 is designed to be flexible and scalable, 
making it applicable to organizations of all sizes and 
industries. The potential relevance of this standard to the 
FVC is that it provides a comprehensive framework for 
managing information security risks applicable to any 
organization, including farm and food businesses. 
Implementing an information security management 
system can help to protect sensitive data, such as crop 
data, proprietary farming methods, financial records, and 
operational information, from threats. 
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3.5.2 ISO 27701, Privacy Information 
Management System
ISO 27701, Security techniques — Extension to ISO/IEC 
27001 and ISO/IEC 27002 for privacy information 
management — Requirements and guidelines [180], 
provides guidance for establishing, implementing, 
maintaining, and continually improving a privacy 
information management system. It is designed to help 
organizations comply with global privacy regulations 
such as the EU GDPR. It should be noted that seven 
relevant ISO/IEC 27000 series standards, aligned to 
ISO/IEC 27001, have gone through an adoption process 
to be recognized as national standards in Canada. 
These are listed in Table 10. Two additional standards 
with potential applicability to the FVC are ISO/IEC 
27017 [188], which provides guidelines for information 
security controls applicable to the provision and use of 
cloud services, and ISO/IEC 27018 [189], which focuses 
on protecting personal data in cloud and computing 
environments, some of which are used within the FVC. 

3.5.3 NIST Cybersecurity Framework
Initially developed to help organizations within CIs 
approach cyber preparedness in a systematic way, the 
NIST CSF [176], [177] is now widely recognized and has 
been adopted globally across various industries. It offers 

a flexible and voluntary (non-certification based) 
approach to improving cybersecurity practices, which 
may make it suitable for organizations of all sizes and 
sectors. The NIST CSF is organized around six core 
functions: Govern, Identify, Protect, Detect, Respond, 
and Recover. These functions provide a high level, 
strategic view of the lifecycle of an organization’s 
cybersecurity risk management, from understanding 
and managing risks to responding to and recovering 
from cybersecurity incidents. Each function is further 
divided into categories and subcategories, offering 
specific outcomes and activities that organizations can 
implement to strengthen their cybersecurity posture. A 
proposed enhancement [15] to the NIST Cybersecurity 
Framework suggests that the functions, Identify to 
Recover, should be bracketed by “Understand and Plan” 
and “Review and Learn”, respectively, to create a virtuous 
circle of capacity development. One of the key benefits 
of the NIST CSF is its adaptability; organizations can 
customize the framework to align with their unique risk 
environments, resources, and objectives. The framework 
also facilitates communication between technical and 
non-technical parties by providing a common language 
for discussing cybersecurity risks and controls. A 
defining feature of the NIST CSF is that cybersecurity 
measures are appropriate to the level of assessed risk 
and developmentally appropriate to the user [177]. 

Table 10: CSA ISO/IEC 27000 Series standards aligned to ISO/IEC 27001.

Standard Alignment with ISO 27001 

CSA ISO/IEC 27006-1 [181] Supports information security management system certification audit requirements

CSA ISO/IEC 27036-2 [182] Supplier relationship controls; complements ISO 27001 for supply chain security

CSA ISO/IEC 27035-1 [183] Incident management principles for Annex A controls

CSA ISO/IEC 27013 [184] Integrates ISO/IEC 27001 with IT service management

CSA ISO/IEC 27557 [185] Privacy risk management that integrates with ISO/IEC 27001 information security management system

CSA ISO/IEC 27035-2 [186] Guidelines for incident response planning; supports ISO 27001 controls

CSA ISO/IEC 27036-1 [187] Overview for supplier relationship risk under ISO/IEC 27001 information security management system
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3.5.4 ISA/IEC 62443 Series, Automation and 
Control Systems Cybersecurity Standards
This set of standards produced by the International 
Society of Automation (ISA) and the International 
Electrotechnical Commission (IEC) provides a 
structured framework to strengthen the cybersecurity 
of industrial automation and control systems (IACS) 
[190]. Within the FVC, such systems can cover crop 
data, proprietary farming methods, and a range of 
operational processes. ISA/IEC 62443 combines best 
practices, requirements, and processes to evaluate and 
maintain security, while also integrating day-to-day 
operations, IT, and process safety [190]. The standards 
set expectations for asset owners, product suppliers, 
and service providers to use a risk-based approach, 
define maturity levels to ensure consistent security 
practices, and classify five security levels—from no 
protection to accidental or intentional misuse—to 
defend against advanced, well-resourced attackers 
[191]. The ISA/IEC 62443 Series establishes 
cybersecurity benchmarks across sectors using IACS, 
including electric power generation and distribution, 
medical devices, transportation, and various process 
industries. The series has been endorsed by the United 
Nations and includes guidance [190] on:

	• Establishing shared terms, concepts, and models  
for all relevant parties involved in control systems 
cybersecurity;

	• Assisting asset owners in identifying the necessary 
security level to address their specific business and 
risk requirements;

	• Creating a unified set of requirements and a 
cybersecurity lifecycle methodology for product 
developers, including a mechanism for certifying 
products and vendor development processes; and

	• Outlining risk assessment processes essential for 
safeguarding control systems.

The ISA/IEC 62443 Series addresses a range of asset 
owners, product suppliers, and service providers [192]. 
While these do not include actors directly involved in 
the FVC, it has been proposed that these standards 
could play a helpful role in securing operational 
technologies in automation and control system 
components of the FVC [83]. This series is specifically 
designed for IACS, which parallels the technologies 
used in digital agriculture equipment and food 
processing environments. 

3.5.5 IEC 62443-1-5 Technical Specification 
IEC TS 62443-1-5 is a Technical Specification in the IEC 
62443 series, providing implementation guidance for CI 
[193]. Although this technical specification does not 
currently include the FVC, guidance for CI operators  
in settings involving IACS could be examined for 
applications to FVC processes, such as primary 
production, manufacturing and processing, distribution, 
and retail.

“Implementation of the OSFI cybersecurity 
guideline by financial institutions serves the  
dual purpose of enhancing the cybersecurity 
resilience of their operations and upholding  
public confidence in the financial system.”

http://csagroup.org


CYBERSECURITY IN THE CANADIAN FOOD VALUE CHAIN

42csagroup.org

3.5.6 Office of the Superintendent of 
Financial Institutions
The Office of the Superintendent of Financial Institutions 
(OSFI) [194] is the regulatory body responsible for 
overseeing federally regulated financial institutions in 
Canada, including banks, insurance companies, and 
pension plans. OSFI’s guideline on Technology and 
Cyber Risk Management is designed to enhance the 
resilience of these institutions against cyber threats  
and ensure the stability of this CI. OSFI’s cybersecurity 
guidance focuses on risk management practices that 
institutions must implement to protect their information 
systems and data. The framework emphasizes the 
importance of robust governance structures, requiring 
senior management and boards of directors to be 
actively involved in cybersecurity oversight. It also 
mandates federally regulated financial institutions to 
conduct regular risk assessments, develop and test 
incident response plans, and continuously monitor  
and update their cybersecurity controls in response to 
emerging threats. Key components of OSFI’s framework 
include guidelines on third-party risk management, 
ensuring that financial institutions assess and 
manage cybersecurity risks within their supply chains. 
Additionally, OSFI encourages institutions to adopt 
industry best practices and align their cybersecurity 
measures with international standards, such as ISO 
27001 and the NIST CSF.

OSFI’s Technology and Cyber Risk Management 
guideline is organized into the following three domains 
of effective technology management and cyber risk 
management [194]: 

	• Governance and risk management: Involves 
expectations for organizational structures and 
processes related to leadership, accountability, risk 
management, and oversight of technology and 
cybersecurity;

	• Technology operations and resilience: Focuses on 
expectations related to the design, implementation, 
management, and recovery of technology assets and 
services; and

	• Cybersecurity: Involves expectations regarding the 
management and oversight of cybersecurity risk, 

including commitments to continuous improvement 
and consideration of third-party provider risks. The 
cyber risk management framework includes the 
following elements [194]:

	• Accountability for technology and cyber risk 
management;

	• Technology and cyber risk appetite and 
measurement;

	• Technology and cyber risk taxonomy;

	• Control domains for technology and cyber security;

	• Policies, standards, and processes governing 
technology and cyber risk, which are approved, 
regularly reviewed, and consistently implemented 
enterprise-wide;

	• Processes for identifying, assessing, managing, 
monitoring, and reporting on technology and cyber 
risks, including processes for managing exceptions;

	• Management of unique risks posed by emerging 
threats and technologies; and

	• Reporting.

Implementation of the OSFI cybersecurity guideline  
by financial institutions serves the dual purpose of 
enhancing the cybersecurity resilience of their 
operations and upholding public confidence in the 
financial system. This is achieved through protecting 
customer and organizational data as well as by ensuring 
the integrity of financial transactions. By taking a 
proactive approach, the framework seeks to contribute 
to the overall stability of the financial sector, which has 
significant implications for public trust and Canadian 
prosperity and well-being, which are also essential 
elements of a vital FVC. However, while a shared interest 
in countering common threats is important, it does not 
necessarily outweigh the expectations that businesses 
and citizens have for frictionless access to the internet 
[195]. Consequently, the Canadian government faces the 
challenge of striking a balance between implementing 
the necessary regulations to protect financial system 
users and fostering easier transactional experiences. For 
example, the balance between the desire of consumers 
and businesses for lower transactional friction and the 
need to safeguard data and privacy is a key tension in 
the domain of “open banking” [196]. The broader 
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framing of this cybersecurity guidance to include 
governance, risk management, and resilience within a  
CI may help to elevate FVC cybersecurity from single 
operational perspectives to ones involving enterprise 
and systemic considerations. Furthermore, addressing 
FVC cybersecurity through a lens that includes 
governance and risk management may enable the 
development of better situational awareness and open 
planning discussions to the topic of the social contract 
among various FVC parties.

3.5.7 Hazard Analysis Critical Control Points
The Hazard Analysis Critical Control Points (HACCP) 
framework is a longstanding and systematic approach to 
ensuring food safety by identifying, evaluating, and 
controlling hazards that could compromise the safety of 
food products (e.g., [197]). In some countries, a HACCP 
plan is a requirement. In Canada, food businesses (e.g., 
dairy, retail, food services) are required to have a food 
safety plan as part of their mandated food safety 
program under provincial or federal regulation. When 
audited by a government health inspector, the food 
safety plan and the business’s record-keeping system 
will be required to demonstrate compliance with 
relevant standards for food safety [198]. HACCP  
plans operate on seven core principles [199]:

1.	 Conduct hazard analysis: Identifying and  
analyzing potential physical, chemical, biological,  
or microbiological hazards.

2.	Determine critical control points (CCPs): Identifying 
processing steps where controls can be applied to 
prevent or reduce health hazards.

3.	Establish critical limits: Assigning maximum or 
minimum allowable limits for CCPs.

4.	Establish monitoring procedures: Identifying which 
parameters should be monitored and specifying 
procedures to monitor them.

5.	Establish corrective actions: Determining specific 
actions to be taken to return CCPs to safe levels 
when deviations are detected.

6.	Establish verification procedures: Creating plans to 
verify that the HACCP plan is working effectively and 
to re-evaluate new or emerging hazards, not 
originally anticipated within the system.

7.	 Establish record-keeping and documentation: 
Maintaining and ensuring adequate storage of the 
records of all HACCP-related activities to ensure 
traceability and to support compliance auditing.

The HACCP framework is widely used in the food 
industry to manage risks, ensure product safety, and 
comply with regulatory requirements, helping to protect 
public health by preventing foodborne illnesses. While 
not originally designed for cybersecurity, the HACCP 
approach bears similarities to some of the features of 
cybersecurity standards. The key points of similarity 
centre on the protection of assets and processes by 
systematically managing risks and ensuring that critical 
security measures are consistently maintained. The 
potential broader relevance of the HACCP framework  
for the FVC relates to its focus on proactive risk 
management, which is particularly beneficial in a 
business context within which cyber threats and cyber 
threat actors continue to expand and evolve. Exploring 
opportunities to align relevant cybersecurity practices  
in the FVC to the food processing sector’s approach  
to food safety could be one tool for enhancing the 
cybersecurity capacity of the food system while 
mitigating against digital hazards.

3.5.8 PCI Data Security Standard (DSS), 
Version 4.0
The PCI Security Standards Council published this 
standard, known as the PCI DSS v4.0, in March 2022 
[200], which is applicable to organizations that handle 
credit cards payments. It introduces new requirements 
to address emerging threats and technologies, focusing 
on security as a continuous process and promoting 
security as a shared responsibility. This standard could 
relate to direct-to-consumer farm sales and stores or 
suppliers that accept credit card payment within the 
FVC. Although the PCI DSS v4.0 would be expected  
to figure in supply chain processes involving credit 
card transactions, the perspective of security as a 
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continuous process supports a holistic perspective on 
FVC cybersecurity and resilience. The focus on shared 
responsibility aligns to the recognition that cybersecurity 
is a shared risk and a shared responsibility.

3.5.9 System and Organization Controls 
(SOC) 2 Reports
Developed by the American Institute of Chartered 
Professional Accountants, SOC 2 reports [201] define 
criteria for managing customer data based on five 
“trust service principles”: security, availability, 
processing integrity, confidentiality, and privacy. SOC 2 
Type II reports are often required by clients to ensure 
that service providers securely manage data. SOC 
2-based engagements provide details on a service 
organization’s controls in areas related to:

	• Overall security of the organization’s system related 
to confidentiality, integrity, and availability; and

	• Privacy of personal information that the organization 
gathers, uses, holds, shares, and disposes.

SOC 2 reports may be relevant to insurance industry 
needs. Awareness of these principles and practices 
may support incorporated FVC businesses in meeting 
various financial audit requirements.

3.5.10 Control Objectives for Information  
and Related Technologies (COBIT) 2019
Published by the Information Systems Audit and 
Control Association, COBIT 2019 [202] is a framework 
for the governance and management of enterprise IT. It 
provides comprehensive guidelines for designing and 
implementing enterprise governance of information 
and technology. Of relevance to the FVC, COBIT 2019 
includes attention to third-party risk management. With 
increasing digital connectivity between vendors and 
purchasers, such as producers or manufacturers and 
large retailers, there is a growing need to consider  
the cybersecurity of all of an organization’s digital 
touchpoints. COBIT 2019 is well aligned to the needs  
of larger corporate entities. The COBIT case studies, 
which illustrate the application of the framework to a 
variety of large corporate and public entities, could be 
used to inform actions by larger FVC actors (at the  
time of writing, none of the case studies focus on 
components of the FVC specifically).

3.5.11 Cybersecurity Maturity Model 
Certification (CMMC) 2.0
This certification system was developed by the US 
Department of War (formerly Defense) to enhance 
cybersecurity practices and protect sensitive 
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unclassified information [203]. The CMMC seeks to 
ensure that defence contractors comply with current 
information protection standards for federal contract 
information and controlled unclassified information. 
CMMC 2.0 simplifies the model into three levels of 
certification, aligning with NIST standards. CMMC  
2.0 is not directly relevant outside certain situations 
involving FVC contractors that supply the Department  
of War, where the information they hold and transmit is 
classified as federal contract or controlled unclassified 
information. It would be more difficult to apply to the 
diversity of actors and capacities within the FVC.

3.5.12 Internet of Things Security Guidelines 
(NISTIR 8228, ETSI EN 303 645)
Published by NIST in 2019, the NISTIR 8228 guidelines 
[204] focus on considerations that may impact 
cybersecurity and privacy risks related to the use of IoT 
devices as distinct from conventional IT devices. The 
focus of these high level guidelines is on protecting 
device-level security, data security, and privacy. The 
European Telecommunications Standards Institute 
(ETSI) Consumer IoT Security Road Map, ETSI EN 303 
645 [169], was developed as a result of collaboration and 
knowledge sharing among relevant industry, academic, 
and government parties, and is designed to prevent 
widespread attacks on interconnected IoT smart devices 
used by consumers. The ETSI roadmap was established 
to enable a security baseline for connected consumer 
products and to lay the groundwork for future IoT 
certification programs. This emphasizes incorporating 
security into IoT products by design. ETSI EN 303 645 
includes the following 13 recommendations for achieving 
a practical level of baseline cybersecurity [169]:

	• Examine system telemetry data;

	• Make it easy for users to delete data;

	• Make installation and maintenance of devices easy;

	• Validate input data;

	• Make systems resilient to outages;

	• No universal default passwords;

	• Implement a means to manage reports of 
vulnerabilities;

	• Keep software updated;

	• Securely store sensitive security parameters;

	• Ensure that personal data is secure;

	• Ensure software integrity;

	• Minimize exposed attack surfaces; and

	• Communicate securely.

The primary audience for NISTR 8228 are US federal 
personnel responsible for managing cybersecurity and 
privacy risks for IoT devices. The audience for ETSI  
EN 303 645 is primarily European manufacturers of 
consumer-grade IoT devices. The 13 recommendations 
in ETSI EN 303 645, and its focus on security-by-design, 
are likely to be useful to the diversity of parties within 
the FVC.

3.5.13 Federal Risk and Authorization 
Management Program (FedRAMP)
This is a US government-wide program [205] that 
provides a standardized approach to security 
assessment, authorization, and continuous monitoring 
for cloud products and services. FedRAMP aims to 
ensure that cloud services used by federal agencies 
meet strict security requirements. It can be applied  
by vendors and service providers with cloud-based 
solutions and as information for FVC actors purchasing 
equipment or services. This could potentially be useful 
as input to the cloud-based elements of FVC 
components.

3.5.14 Center for Internet Security (CIS) 
Critical Security Controls Version 8
The CIS Critical Security Controls framework consists 
of a set of prioritized cybersecurity best practices 
designed to help organizations improve their cyber 
defence capabilities. Version 8, released in May 2024 
[149], integrates and aligns with many of the previously 
mentioned cybersecurity standards and guidelines, as 
well as others. Although this framework is of potential 
relevance to FVC parties, it does not offer a unique 
value proposition compared to other standards and 
frameworks. 
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3.5.15 Comparison of Standards
The standards and frameworks discussed in sections 
3.5.1 through 3.5.14 contain elements that align to  
key principles within the national frameworks and 
guidelines reviewed in sections 3.3 and 3.4, as well as 
design features that could be important to the creation 
of a successful cybersecurity standards framework for 
the Canadian FVC. For applications such as digital 
agriculture and advanced food processing, which rely 
on interconnected devices, IoT sensors, IACS, and data 
analytics, several cybersecurity frameworks may be 
relevant. Some of the most important features of these 
standards include:

	• Integration of technology: Digital agriculture, for 
example, integrates various technologies that are 
susceptible to diverse cyber threats.

	• Data sensitivity: Agricultural and food sector 
business data can include proprietary information, 
trade secrets, and personal data, necessitating 
robust security measures.

	• Operational continuity: Cyberattacks on agricultural 
and food systems can disrupt operations, leading to 
financial losses and potential food security issues.

	• Regulatory compliance: Adherence to relevant 
standards helps to fulfill legal and contractual 
obligations. It also builds trust with relevant parties, 
strengthening the social contract and climate for 
innovation and technology adoption.

	• Role-based expectations: Covering asset owners, 
suppliers, and service providers.

	• Consideration of maturity levels and use of risk-
based approaches: To better, and more holistically, 
serve the needs and objectives across a variety of 
organizational settings.

An overview of the potential value of the most 
promising cybersecurity frameworks is presented in 
Table 11, which summarizes the general pros and cons 
of selected frameworks for use within the FVC. 

Selecting the right cybersecurity standard involves 
balancing resource constraints, organizational needs, 
and the expectations of relevant parties. For the FVC, 
using multiple standards and guidelines may provide 
the most comprehensive security approach. For 

example, standards such as ISO/IEC 27001 and IEC 
62443 are comprehensive, but were designed with 
traditional IT environments and industrial settings in 
mind. They may not adequately address the unique 
characteristics of agricultural operations, such as the 
deployment of IoT devices across vast, remote, and 
outdoor areas, which are more susceptible to physical 
tampering, theft, and environmental challenges. These 
standards often overlook the constraints of agricultural 
IoT devices, including limited processing power, energy 
resources, and intermittent connectivity, which can 
impede the implementation of robust security 
measures such as encryption and timely updates. 
Standardization initiatives would also benefit from 
strengthened attention to the importance of dynamic 
risk management and resilience, which emphasizes 
preparing for, adapting to, and being able to continue 
despite disruptions [206].

With these considerations in mind, the following set of 
six design features are proposed to guide the 
development of FVC-specific cybersecurity standards:

1.	 Applicability: Standards or guidelines must address 
a wide range of cybersecurity threats, such as 
ransomware, advanced persistent threats, and the 
increasingly prevalent issue of social engineering via 
synthetic media (i.e., deepfake video and audio). 
They should apply across all OSI layers, ensuring full 
system protection, and they should anticipate future 
risks. Comprehensive coverage ensures that no OSI 
layer is left vulnerable, from physical networking 
hardware to the application layer, where user 
interactions occur. As malicious exploits targeting 
OT have also begun to be identified, it will be 
important to consider the cybersecurity of both OT 
and IT components of cyber-physical systems.

2.	Relevance: Standards must meet the needs of a wide 
range of users. They must support both experts and 
non-experts and allow for gradual improvement over 
time. In addition, standards must accommodate 
organizations at various stages of cybersecurity 
maturity, supporting a collective defence-in-depth 
strategy. Moreover, they should provide a clear 
developmental pathway for organizations, allowing  
for incremental improvements that encourage 
ongoing engagement and adaptation by users at  
all levels of expertise.
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Table 11: Summary of selected cybersecurity standards and frameworks of potential value to the FVC.

Standard/Framework Pros Cons

ISO/IEC 27001 Comprehensive framework: Provides a holistic approach to managing information 
security risks.

Globally recognized: Enhances credibility and trust with relevant interested parties.

Certifiable: Offers formal certification to demonstrate commitment to security.

Flexible application: Can be tailored to any organization, including those in agriculture.

Resource intensive: Implementation can be costly and time-consuming.

Generic approach: Not specific to digital agriculture; may require significant adaptation.

Complex documentation: Involves extensive paperwork and maintenance.

ISO/IEC 27017

and ISO/IEC 27018

Cloud security focused: Addresses specific risks associated with cloud services used in 
digital agriculture.

Data protection: Enhances privacy and security of data stored in the cloud.

Extends ISO 27001: Builds on existing information security management systems.

Limited scope: Focuses on cloud services; may not cover on-site devices and networks.

Requires ISO 27001: Not standalone; dependent on implementing ISO 27001 first.

Additional cost: May increase overall implementation expenses.

NIST Flexible and adaptable: Suitable for organizations of any size and sector.

Risk-based approach: Focuses on managing and reducing cybersecurity risks.

Free resource: Publicly available without cost.

Widely adopted: Respected framework with extensive support materials.

US-centric: Developed by a US agency; may need adjustments for application in Canada.

Non-certifiable: Lacks formal certification, which may be less persuasive to some parties.

Broad scope: May require additional industry-specific guidelines for agriculture.

ISA/IEC 62443 Series Industry specific: Tailored for IACS, relevant to agricultural machinery and food 
processing equipment.

Comprehensive coverage: Addresses security at all system levels.

Vendor guidance: Includes requirements for product suppliers and system integrators.

Complexity: Series consists of multiple detailed parts, which can be challenging to 
navigate.

Less known globally: May not be as recognized outside industrial sectors.

Specialized expertise required: Implementation may require industrial cybersecurity 
professionals.

OFSI Widely adopted: Tailored to needs of the financial services industry as a CI. 

Financial transactions: Relevant to financial dimension of FVC businesses, and may have 
some transferable benefits with respect to other non-financial transactional processes 
within FVC

Limited scope: Focuses on financial industry and its systems.

HACCP Originates in FVC: Developed for food processing environments.

Widely adopted: Respected framework with extensive support materials. Incorporated into 
government regulation.

Risk management: Focus on proactive risk management.

Governance: Attention to governance issues, which may support social contract among 
FVC actors.

Limited scope: Focuses on food safety aspects of food processing.

IoT Security Guidelines IoT specific: Directly addresses security of IoT devices used in digital agriculture and food 
processing or logistics applications.

Practical recommendations: Offers actionable advice for securing devices and data.

Enhances device security: Helps mitigate risks unique to IoT ecosystems.

Guidelines, not standards: No formal certification; may lack recognized authority.

Limited scope: Focused on devices, not overall system security.

Varied adoption: May not be universally recognized or enforced.

IEC TS 62443-1-5 Implementation guidance: For applying security profiles to IACS, especially in CI.

Potentially broad applicability: Across IACS within FVC operational settings involving 
holistic attention to people, processes, and technology.

Guidelines, not standards: Have not yet been instituted as normative requirements.

Limited scope: Focused on IACS, not yet applied to food CI.
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3. Technical capacity and affordability: This refers to
the ability of organizations to implement and maintain
the standards. Support must be accessible and
affordable, especially for smaller operations.
Determining the technical and financial capacity
required to implement and monitor the standards is
crucial. This includes an assessment of the resources
needed to effectively adopt, use, and evaluate the
standards within an organization and across the FVC.
Support structures must be robust, readily accessible,
and must not impose undue financial burdens on
organizations, ensuring that smaller entities can adopt
critical standards without prohibitive costs.

4. Agility: In order to adapt quickly to new cyber threats,
the standards must be flexible and easy to update.
This adaptability will ensure that the standards remain
effective and relevant, safeguarding the sector against
current and future cyber threats.

5. Shared development: Standards must be developed
with input from many groups, including industry,
academia, regulators, technology experts, industry
members (e.g., producers, agri-business, and food
business parties), and technology developers.
Non-traditional parties should also be included in
this process. This collaborative approach will not
only enrich the framework with a diversity of insights
but it will also foster a sense of the possible through
relevance, ownership, and commitment to the
standards across the sector.

6. Context: Standards should be tailored to the FVC
while considering the broader impacts, which reflects
how cyber threats affect both the sector and society.
This involves understanding the interconnectedness
of the FVC sector with other CIs and the potential
societal impacts of cyber threats in the sector. By
drawing attention to these relationships, standards
will not only address immediate security needs but
will also contribute to a broader understanding of, and
preparedness against, wider cybersecurity threats.

In Table 12, six of the previously discussed standards 
frameworks are compared with the six proposed 
design features. Of the frameworks analyzed against 
the proposed design features, NIST offers the most 
flexibility as a foundation for developing a holistic, yet 
agile, cybersecurity framework for the FVC that is 
anchored to a developmental cyber maturity approach.

3.6 Exploratory Survey of Food Value 
Chain Actors
3.6.1 Survey Respondents 
A total of 96 individuals self-selected to respond to the 
online survey between December 20, 2024 and March 
7, 2025. The majority were anglophone (n = 89) and the 
remainder were francophone (n = 7). Respondents’ 
businesses represented every province in Canada  
and spanned the FVC. Upstream actors included 
equipment manufacturers and input suppliers. 
Downstream actors included food processers and 
retailers. However, most of the respondents were 
primary producers or service providers. Service 
providers, as a lumped category, included financial, 
insurance, agronomic, IT/cybersecurity, and so on 
(Figure 6). 

3.6.1.1 Familiarity with Cybersecurity Concepts

When asked how familiar they were with cybersecurity 
concepts, most survey respondents reported they were 
either “very familiar” or “somewhat familiar” (Figure 7). 
Given that respondents were self-selected, these results 
are not necessarily representative of a broader trend. 
Although it is not possible to determine whether these 
findings reflect statistically significant differences, it 
should be noted that, among the different FVC actors, 
primary producers lag in self-reported cybersecurity 
awareness. Of those who indicated they are not familiar 
with cybersecurity concepts, 75% identified as primary 
producers (see Figure 7). However, 45% percent of those 
who said they were somewhat familiar also identified  
as primary producers, signifying that there is some 
awareness among this group. These findings suggest 
that there has not been an improvement in cybersecurity 
awareness among primary producers over what was 
observed in a 2021 producer survey [5]. Service 
providers were the most likely to respond as being very 
familiar with cybersecurity concepts. This is perhaps 
because service providers included financial, insurance, 
and IT/cybersecurity services, all of which work daily 
with sensitive information, necessitating greater 
cybersecurity literacy for business operations and  
legal compliance.
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Table 12: Comparison of existing standards/frameworks with proposed design features for creating cybersecurity standards for the FVC.

Standard/
Framework

Design Features

Applicability Relevance Technical Capacity and Affordability Agility Shared Development Context

ISO/IEC 27001 Applicable to a range of emerging 
risks.

The ISO infrastructure is less amenable 
to a restricted set of controls that may 
be manageable for small and medium 
organizations.

The level of technical detail in this 
framework may not address the more 
basic cybersecurity needs of the 
broader population of FVC actors.

A higher level of organizational cyber 
maturity is necessary for adoption of the 
ISO framework.

The ISO infrastructure and renewal cycle 
may not be able to keep pace with the 
evolving technologies and threat 
environment confronting digital agriculture. 
More research on this topic would be 
required to support a firm assessment.

The collaborative international development 
and updating of ISO standards presents an 
opportunity to develop a subset of food 
sector-specific standards that reflect a 
diversity of interests. However, influential 
geopolitical interests may dominate process 
in ways that could disadvantage relevant 
Canadian FVC parties. This is a developing 
issue to monitor carefully.

Attention to the context of the business.

NIST Applicable to a range of emerging 
risks.

The higher level NIST functions are 
amenable to a restricted set of controls 
that may be manageable for small and 
medium organizations.

NIST is inherently a developmental 
framework.

Its adaptation to the needs of national 
frameworks and to Canada’s Baseline 
Cyber Security Controls suggests 
broad applicability.

A condensed set of controls, linked  
to the most prevalent and emergent 
threats, could be managed by smaller 
businesses if a network of affordable 
services and supports (including 
training) is available.

The deployment of elements of the NIST 
framework within national frameworks  
that also include evaluation components 
promises to provide a stream of information 
to support flexible use.

The Netherlands Cybersecurity Strategy 
exemplifies a commitment to broad 
engagement of relevant interested parties  
in a collaborative process of standards 
development, implementation, and 
evaluation. This may suggest practical and 
effective options for the Canadian context.

As used in the national cybersecurity 
frameworks developed by Australia, New 
Zealand, and the Netherlands, there is  
an opportunity to marry elements of the 
framework to key sectoral and all-of-society 
considerations.

ISA/IEC 62443 
Series

Limited to larger corporate entities 
outside of agricultural production.

Potentially more immediate 
applicability to transportation and 
distribution components, sensor 
manufacturers, and processors.

May require a higher level of maturity 
than is present among most small and 
medium businesses. 

The standards in this series follow a 
five-year update cycle.

Developed collaboratively by ISA and IEC. Industrial sector organizations, including 
energy, medical technologies, transportation, 
and building automation.

OFSI The domains of technology and cyber 
risk management are applicable to 
FVC organizations.

Emerging work on open banking may 
become increasingly relevant for the 
FVC.

The specifics within each domain are 
more focused on the needs of this 
highly regulated sector.

At present, there is insufficient 
information to support an assessment.

The financial services sector must strive  
for agility, as one of the most targeted CIs. 
However, the specific needs of this sector 
may not always match those of the FVC.

At present, there is insufficient information 
to support an assessment.

Significant attention to a broad and complex 
risk environment.

HACCP The framework’s focus on reducing the 
risk of food borne disease may limit its 
perceived utility across a broader 
range of applications within the FVC.

The specifics within each domain are 
more focused on the needs of this 
highly regulated sector.

]Familiarity with the core principles 
within components of the FVC, and 
their alignment with general concepts 
of cyber risk management, may  
create opportunities for effective 
communication in support of cyber 
practice enhancements.

Food safety training infrastructure  
could be leveraged to expand its focus 
on the cybersecurity dimension of risk 
management and compliance.

At present, there is insufficient information 
to support an assessment.

At present, there is insufficient information 
to support an assessment.

More narrow view of food safety.

IEC TS 62443-1-5 Widespread use of  IACS across FVC. Holistic consideration of people, 
processes, and technology, including 
a range of actors.

Lends itself to varying maturity levels 
within a risk management framework. At 
present, there is insufficient information 
to support a more fulsome assessment.

This is the result of a development process 
spanning two decades. Process may not 
involve sufficient agility to cope with rapidly 
emerging threats, but may enable holistic and 
maturity-based attention to cybersecurity 
across a wide range of FVC actors.

Usual ISA/IEC processes. May have widespread value in supporting 
enhanced cybersecurity not just within  
the food CI, but across intersecting CIs 
impacting the FVC.
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Figure 6: Respondents’ role within FVC and location of business (some businesses spanned more than one province).

Figure 7: Reported familiarity with cybersecurity concepts by province and by FVC actor.
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When asked how they perceived the levels of 
cybersecurity awareness among peers within their own 
sector, the majority indicated their peers had some 
awareness, with many reporting moderate awareness 
(see Figure 8 and Figure 9). This suggests that the 
common belief that cybersecurity is entirely overlooked 
may be misplaced; even modest awareness could serve 
as a foundation for building a shared sense of urgency 
around cybersecurity risk management across the FVC.

3.6.1.2 Risk Perception

Most respondents (97.6%) believed that it is likely the 
FVC will experience a cybersecurity incident within the 
next few years, and over half believed it is extremely 
likely. In other words, respondents view a serious 
cybersecurity event as an eventuality. To add to the 
evidence that there is a high level of concern about a 
cybersecurity threat impacting the FVC, almost 90%  
of respondents indicated that they believe there is a 
moderate, high, or extremely high level of cyber risk 
facing the FVC right now (Figure 10). When asked how 
much of a priority cybersecurity should be for the FVC, 
the majority of respondents (98%) indicated it should 
be a priority. However, they also indicated that they do 
not believe it is currently seen as a high priority for the 
FVC (Figure 11). When asked to consider cybersecurity 
readiness across the FVC, respondents rated it as 
moderate to poor. They indicated that the technologies 
that need the most attention to cybersecurity are 
business management software and precision 
equipment (Figure 12).

While the results are affected by the over-representation 
of primary producers in the survey sample, it is 
noteworthy that business management software was 
identified as the area most in need of attention, well 
ahead of precision equipment. Although respondents 
were self-selected—and likely more knowledgeable 
about cybersecurity than the average actor in the 
FVC—their concerns align with findings from the 
literature review. Specifically, they highlighted 
perceptions that:

	• The FVC is at risk of cybersecurity incidents;

	• The sector’s overall level of cybersecurity readiness 
remains low; and 

	• Addressing cybersecurity vulnerabilities is currently  
a low priority within their respective sectors.

3.6.2 Most Urgent Threats and Vulnerabilities
Respondents identified the most common forms of 
malicious cyber exploits, ransomware, direct infiltration, 
and software problems, as the most likely sources of 
external cybersecurity threats. They also recognized 
insufficient training as an important focus of building 
cyber preparedness within the FVC. Although they 
viewed financial losses to individual businesses as  
one of the most serious impacts of cybersecurity 
disruptions, this came second to the concern for 
broader, systemic impacts on the supply chain as a 
whole. Similarly, a concern for data-related losses at 
the level of individual businesses was associated with  
a corresponding level of concern for the potential 
impact of cyber events on food safety. 

3.6.2.1 Threats Seen as Most Likely to Cause Harm

Respondents who reported a high level of familiarity 
with cybersecurity concepts identified ransomware 
attacks, third-party infiltration, and invalidation and 
compliance (using fabricated data to disrupt valid 
certification of a process or transmission) as the top 
cybersecurity threats facing the FVC (Figure 13). When 
asked about the most serious potential impacts of such 
threats and vulnerabilities, their leading concerns 
included supply chain disruptions that could limit 
consumer access to food, and financial losses stemming 
from ransom payments, system repairs, or downtime-
related revenue loss. Food safety risk, resulting from 
compromised automated systems, and data theft were 
also cited as significant potential consequences of a 
cybersecurity breach (Figure 13).

3.6.2.2 Most Significant Vulnerabilities

This same group of respondents largely agreed that  
the top priorities for remediating FVC cybersecurity 
vulnerabilities were insufficient employee training 
and updating outdated software (Figure 14). This is 
consistent with the view that business management 
software is the technology requiring the most urgent 
attention from a cybersecurity perspective (see Figure 
12). However, none of the respondents selected 
insufficient defences against malicious software 
(malware), inadequate data encryption, or remote 
access vulnerabilities (weak protections for remote 
systems, such as unsecured remote connections) as 
important vulnerabilities.
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Figure 8: Respondents’ perceptions of cybersecurity awareness among peers in their sector.

Figure 9: Perceptions of peers’ awareness of cybersecurity risk. 
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Figure 10: Perceived likelihood of a malicious cyber event affecting the FVC over the next several years and rating of level of 
current cybersecurity risk.

Figure 11: Belief about how much of a priority cybersecurity in the FVC should be versus belief about how much of a priority it is 
seen as currently.
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Figure 12: Perceptions of cybersecurity readiness across the FVC and identification of technologies needing the most attention.

Figure 13: Most frequently endorsed cybersecurity threats and impacts.
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Figure 14: Cyber vulnerabilities.

Thinking about the most urgent threats and 
vulnerabilities confronting the FVC, respondents  
noted that these risks involve a range of human, 
technological, and systemic factors and impacts:
	• Employee awareness and training, along with 
outdated software, were identified as the key 
vulnerabilities.

	• Ransomware, third-party infiltration, and compliance 
failures were identified as the top threats. Cyber 
terrorism and cloud data leakage were also identified.

	• Participants believed these vulnerabilities and 
threats could lead to significant consequences, 
including supply chain disruptions, financial losses, 
food safety risks, and the theft or loss of data.

3.6.3 Advancing Cybersecurity and 
Standards in the Food Value Chain 
3.6.3.1 Awareness of Cybersecurity Standards

While respondents identified numerous areas of the 
FVC where cybersecurity standards might currently be 
in use, over 30% indicated that they were not aware of 
any such standards being used in any area of the FVC 
(Figure 15). Participants were asked if they were aware 
of specific cybersecurity standards that might be 
applicable to the FVC. Over 40% were not familiar  
with any standard frameworks that might be relevant. 

Among standards frameworks, ISO/IEC 27001 and 
NIST were the most frequently identified. Although 
ISO/IEC 27017 and 27018 and the IoT Security 
Guidelines (NISTIR 8228 and ETSI EN 303 645) were 
also identified, the HACCP framework for food safety, 
which is not a cybersecurity framework, was identified 
more frequently (Figure 16). 

Survey findings suggest that awareness of cybersecurity 
efforts and standards within the FVC remains limited, 
with many participants unable to identify any standards 
in use. Among those who could, ISO/IEC 27001 and 
NIST were the most frequently cited. When respondents 
who had identified a standard were asked about its 
potential shortcomings in the FVC context, only two 
indicated that the standard fell short: one noted that 
ISO/IEC 27001 lacks industry specific context, and 
another suggested that the NIST standards are too 
complex and costly to implement. When asked about  
the primary focus of the cybersecurity standards in use, 
nearly half of those responding selected all available 
options, which indicates that the respondents who  
were aware of these frameworks understood them as 
providing broad cybersecurity benefits and overall cyber 
hygiene rather than serving a single, narrow purpose, 
even as general awareness of entities working to 
advance cybersecurity within the FVC remains low.
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Figure 15: Areas of the FVC in which respondents indicated that cybersecurity standards may be in use.

Figure 16: Cybersecurity standards that might be applicable to the FVC.
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3.6.4 Views on the Potential Role for 
Cybersecurity and Standards in the Food 
Value Chain 
3.6.4.1 Potential Benefits

In addition to yielding benefits for the overall 
cybersecurity posture of an organization, respondents 
indicated that there were many potential benefits of 
cybersecurity standards within the FVC (Figure 17). 
Interestingly, half of these involved human and relational 
benefits, such as enhanced collaboration, relevant 
interested party awareness, improved incident response 
capacity, facilitating technology adoption, and building 
consumer trust. When asked which components of the 
FVC could benefit most from cybersecurity standards, 
participants identified service providers, equipment and 
technology manufacturers, and food processors. This 
likely reflects the fact that the first two often handle 
sensitive information, such as financial or operational 
data (e.g., yield data), while food processors face 
significant food safety risks and potential harm if a 
cybersecurity incident were to impact automated 
systems (Figure 18).

3.6.4.2 The Potential for Cybersecurity 
Standards Specific to the Food Value Chain

Survey respondents overwhelmingly endorsed the 
value of having cybersecurity standards tailored to  
the specific needs of the FVC (Figure 19). Respondents 
also emphasized that cybersecurity standards should 
be more heavily weighted toward the Canadian context 
rather than being internationally focused (Figure 20).  
It should be noted that these responses were provided 
during a period when significant trade tariffs were 
being imposed on Canada by the US, along with 
threats to annex the country. Consequently, survey 
responses may reflect a more protectionist viewpoint 
designed to strengthen Canadian sovereignty, as much 
as substantive technical and operational concerns. 

Among participants who identified as being very 
familiar with cybersecurity concepts, their top priority 
for cybersecurity standards was employee training  
and awareness. This was followed closely by several 
priorities in second-place: supply chain security, 
securing IoT devices, data protection and privacy, and 

access control and authentication. Network security 
and incident response and recovery were identified as 
the third highest priorities. Few participants selected 
system and software updates, physical security, or risk 
assessment and management. When asked what the 
top barriers might be to developing cybersecurity 
standards for the FVC, participants identified lack of 
awareness and understanding among FVC parties, and 
resource constraints as the top two potential barriers. 
Other potential barriers included competing priorities 
that may overshadow the perceived need for 
investments in cybersecurity capacity. When 
respondents were asked to identify all of the elements 
that would have to be in place to support the effective 
use of cybersecurity standards, the most frequently 
endorsed were education and training programs, clear 
guidelines and documentation, adequate funding, 
support and resources, and technical support and 
expertise (Figure 21).

In addition to these features, respondents also 
suggested that any approach to developing and 
implementing cybersecurity standards within the FVC 
would need to be comprehensive and should include 
outreach or extension components. Other comments 
emphasized the need for independent, certified, 
compliance auditors and a circumscribed role for 
government, which may include carefully calibrated 
incentives for compliance and penalties for non-
compliance. When asked what other types of  
supports would help in the development of improved 
cybersecurity capacity if FVC-specific standards were 
not available, the most frequently endorsed options 
were cybersecurity awareness and training, financial 
incentives, and cybersecurity guidelines for the FVC 
that are based on existing standards (Figure 22). 

Respondents’ perspectives on the value, focus, and 
implementation priorities of cybersecurity standards 
tailored to the FVC reflected support for sector-specific 
guidance, particularly to strengthen security practices 
in an underprepared sector, and emphasized the 
importance of a Canadian context, employee training, 
and complementary tools such as guidelines and 
outreach. Participants identified several potential 
benefits of having cybersecurity standards specific 
 to the FVC, with the most important being the 
improvement of overall security practices in a sector 
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that is underprepared compared to other CIs. All 
components of the FVC were seen as potentially 
benefitting from sector-specific standards. However, 
respondents identified agri-food service providers,  
food processors, and equipment and technology 
manufacturers as the actors for which cybersecurity 
standards would yield the greatest overall benefit. 
Based on this, if FVC-specific cybersecurity standards 
were to be developed, it would be important for them 
to reflect a balance between Canada-focused and 
internationally-focused considerations, with a greater 
emphasis on the Canadian context. Employee training 
and awareness were identified as critical for the future 
development and implementation of cybersecurity 
standards for the FVC. In the absence of FVC-specific 
cybersecurity standards, cybersecurity guidelines for 
the FVC that are based on existing standards were 
seen as beneficial to the sector’s overall cybersecurity 
posture, along with awareness and outreach and 
incentives for practice enhancements.

3.6.5 Governance and Leadership in the 
Development of Cybersecurity Standards for 
the Food Value Chain 
The survey also engaged respondents on the topic of 
who should drive support for cybersecurity standards 
development within the FVC, emphasizing the 
importance of industry leadership, broad collaboration, 
and a supportive role for government.

3.6.5.1 Who Should Lead?

When respondents were asked which top three  
groups they believed were best positioned to provide 
leadership on making the FVC more cybersecure, their 
answers suggested an important role for cross-cutting 
actors within the FVC (i.e., equipment and technology 
providers: 15%; NGOs: 15%; government: 15%; service 
providers: 30%; food processors: 12%; primary 
producers: 8%; input suppliers: 4%) (Figure 23). 

Figure 17: Potential benefits of widespread adoption of cybersecurity standards within the FVC
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Figure 18: Areas of the FVC that stand to benefit most from cybersecurity standards.

Figure 19: Importance of having cybersecurity standards specific to the FVC.
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Figure 20: Relative emphasis of FVC cybersecurity standards.

Figure 21: Elements supporting the effective use of cybersecurity standards within the FVC.
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Figure 22: Options supporting enhanced cybersecurity capacity in the absence of sector-specific standards.

Figure 23: Groups seen as best positioned to lead cybersecurity capacity building in the FVC.
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3.6.5.2 Who Should be Involved and How?

When asked to identify which groups should be involved 
in a cybersecurity standards initiative, respondents 
indicated that that they saw a role for a diversity of FVC 
actors: primary producers: 15%; food processors: 15%; 
service providers: 15%; equipment and technology 
manufacturers: 14%; government: 14%; input suppliers: 
10%; NGOs or research institutions: 10%; other CIs: 8% 
(Figure 24). In addition to including those who are seen 
as being best positioned to support a cybersecurity 
standards initiative (cross-cutting organizations), 
respondents indicated that it was essential to include 
key supply chain actors, such as primary producers, 
processors, retailers, and so on. When asked about  
the most acceptable role for levels of government  
and regulators in a cybersecurity standards initiative, 
respondents generally identified support and the 
provision of funding through incentives programs (54%), 
as well as facilitating collaboration among relevant 
interested parties (25%), and creating and enforcing 
cybersecurity standards (17%). Four percent expressed 
that government should stay out of cybersecurity efforts 
entirely (Figure 25). 

In their write-in comments, respondents suggested 
that cybersecurity must be recognized as a broad-
based concern (not just within primary production and 
processing). Support was expressed for addressing 
cybersecurity in a comprehensive way. Respondents 
also suggested that competing priorities may 
overshadow investments to address cybersecurity 
risks, and that competition among relevant interested 
parties may make it difficult for common standards and 
infrastructure to emerge organically. One respondent 
worried that government-led initiatives could get 
bogged down in red tape, leading to difficulties in 
execution. Others emphasized that FVC actors need 
to see cybersecurity investments as a part of business, 
and as an important focus in a threatening and unstable 
world. Two participants identified having personal 
experiences with cyberattacks, one underscoring the 
need for greater awareness and preparedness. As one 
reflected: “We were preyed on through email and our 
financial institution. There are far more incidents than 
are acknowledged. People should be made aware of 
the risks and prevalence of cybercrime.  It should be 
talked about.” Respondent views on leadership and 
collaboration in developing cybersecurity standards 
for the FVC emphasized a strong role for industry-

led efforts, the need for inclusive engagement, and a 
supportive, not directive, role for government, though 
the latter view may be influenced by the sample’s 
composition. Private industry, specifically service 
providers (including IT service providers) were identified 
as being best positioned to lead the development 
of cybersecurity standards. However, it was seen as 
essential to involve representatives from all key FVC 
actor groups in a collaborative, multi-sector process 
of standards development. Respondents suggested 
that the main function of government within a FVC 
cybersecurity standards initiative should be one of 
support, through the provision of funding and incentives 
for industry. However, it should be noted that this 
perspective might be skewed by the over-representation 
of primary producers in the survey sample.

3.7 Interviews with Food Value Chain 
Actors
3.7.1 Interview Participants 
Twenty-one individuals from across the Canadian  
FVC were interviewed between March and May 2025. 
They spanned often overlapping roles that included 
inputs (e.g., fertilizers/nutrients), equipment (farm 
technologies), and services (e.g., agronomy, insurance, 
cybersecurity) (n = 5); primary production (n = 3); 
processing, production, and marketing (n = 6); 
distribution and retail (n = 3); technology and 
innovation/research (n = 4); and government/policy  
(n = 3). Consequently, participants were often able  
to speak from multiple perspectives. 
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Figure 24: FVC actors that should be involved in a cybersecurity standards development initiative (respondents could select as 
many groups of actors as they thought were essential to involve).

Figure 25: Respondent views on potential roles for government in a cybersecurity standards initiative.
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3.7.2 Fragmented Readiness and Growing 
Digital Risk 
Despite the expanding embrace of digital technologies 
across the FVC, participants saw cybersecurity 
readiness as uneven. Larger and more digitally 
sophisticated operations (distribution and retail 
enterprises, vertical farms) are adopting sophisticated 
technologies, such as enterprise resource planning 
systems, SCADA systems, and sensor networks, 
creating streamlined production and traceability. For 
example, among Canada’s largest food retailers, one 
online retail and delivery business is known for the 
degree to which its core functions have been automated, 
from e-commerce to inventory management and the use 
of sophisticated robotic fulfillment systems. Similarly, 
large vertical farming businesses are fundamentally 
digital technology operations that are highly dependent 
on data analytics and automated control systems, and 
that also include critical connections involving input 
suppliers and output purchasers. In advanced vertical 
farms, traceability is enhanced through RFID tags and 
data logs that allow full visibility from seed to package. 
However, small- to mid-sized businesses, which includes 
many producers, continue to operate with legacy 
infrastructure, minimal cybersecurity awareness, and 
inconsistent practices. The third-party cybersecurity  
risk management requirements of large purchasers of 
vertical farm outputs often place stringent requirements 
on producers. This can mean that very small suppliers 
that lack cybersecurity capacity may have to be dealt 
with outside of an integrated input purchasing system.  
A growing reliance on digital infrastructure is evident 
even in routine farm management. As an agronomist 
observed: “It’s not ‘digital farming’ anymore. It’s just 
farming now. Everything is integrated—soil sensors, 
drones, field mapping—it’s all digital.” A dairy industry 
participant observed that some of the smallest provinces 
by size or population (such as PEI or Saskatchewan)  
are growing in their adoption of digital production 
technologies. Interviewees emphasized that businesses 
are also increasingly exposed due to their dependencies 
on digitized infrastructure, such as cloud-based 
traceability, e-commerce portals, and retailer-linked 
quality assurance systems. Despite this shift, older ways 
of doing things, such as the use of paper cheques and 
fax machines, remain prevalent in many agricultural 

operations—at least in many of those served by a major 
input supplier interviewed for this report. A participant 
from the agronomy and accounting arena noted that, in 
some cases, these practices (such as mailing or hand-
delivering a paper cheque) are used by smaller 
businesses as an effort to make digital fraud less likely. 
Less secure practices, such as using messaging apps 
for financial communications or emailing access 
credentials to equipment or service providers, are still 
common. These represent significant vulnerabilities for 
electronic fraud, especially where business lines of credit 
may offer tempting targets for opportunistic financial 
theft. Even when the primary operations of a business 
are not digitally enabled, there may be elements of  
the organization’s infrastructure that are potentially 
vulnerable to cybersecurity threats. Thus, one way or 
another, cybersecurity is an inescapable feature of all 
FVC components. Interviewees flagged the following 
key risks:

	• Ransomware attacks, such as those that could affect 
livestock industries with narrow response margins  
(n = 2);

	• Supply chain issues, including industry specific, 
siloed perspectives; a lack of attention and capacity 
related to cybersecurity; insufficient shared 
awareness and overall preparedness; potential 
data-based threats from foreign entities that could 
lead to disruptions; and uneven adoption of digital 
technologies, which would make standardization 
efforts more challenging (n = 15; 11 represented 
national perspectives, 2 were from Manitoba-based 
organizations, and one each from British Columbia 
and Alberta);

	• Unsecured communication platforms and email 
compromise (n = 1);

	• Multiple vulnerabilities, including those introduced 
via third-party vendors and equipment suppliers,  
and farm-based digital technologies (n = 21); and

	• Trust issues, such as those involving digital 
agreements or poor visibility into data use (n = 9).

One participant, with perspectives spanning 
cybersecurity and food processing, distribution,  
and retail, suggested that some actors within supply 
managed sectors welcome forms of government 
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intervention that they view as beneficial but may be 
resistant to other interventions involving cybersecurity 
that they may view as intrusive. A vertical greenhouse 
executive, speaking to uneven levels of cybersecurity 
capacity among various input suppliers, suggested  
the value of developing some type of supply chain-
spanning cybersecurity oversight. A government actor 
identified the importance of understanding supply 
chain vulnerabilities as a whole. Speaking to issues  
of trust and supply chain integrity, a participant from 
one of the agriculture federations echoed the value of 
strengthening third-party cybersecurity, such as among 
the suppliers of various inputs. Among producers, there 
is often a mindset of invulnerability. As a participant 
from the poultry industry observed, “It’s still kind of  
a ‘it won’t happen to me’ attitude.” An emerging 
vulnerability facing Canada’s FVC involves actions 
taken in the US that are widely viewed as degrading 
that country’s cyber defence capabilities, including  
the dismissal of senior leaders in the National Security 
Agency and the US Cyber Command, as well as 
reductions in CISA’s workforce [207]. Canadian CI 
protection has traditionally benefitted from information 
sharing and other joint initiatives with the US [208].  
To the extent that the US becomes less able to identify 
looming cyber threats to its own national security, 
Canada may also be impacted, as some of these 
threats (such as those emanating from China, Russia, 
Iran, or North Korea) represent risks to this country  
as well [209].  

3.7.3 Sector-Specific Vulnerabilities  
and Risks
Cybersecurity risks manifest differently across 
subsectors. In dairy and poultry operations, where 
robotic systems are commonly used, a cyberattack could 
halt operations and jeopardize animal welfare. According 
to one participant, “If a robotic milker goes down, that’s 
a crisis.” In such time-sensitive systems, downtime can 
result in overgrown livestock, missed production 
schedules, animal distress or death, as well as other 
significant losses. Processing plants are also at risk. 
With tight production schedules and just-in-time 
logistics, even a short disruption can ripple across the 
supply chain. In vertical farming, the threat landscape is 
highly complex. A participant from this sector observed 
that operations are entirely dependent on integrated 
control systems such as SCADA, enterprise resource 
planning, sensors, and data analytics that automate 
plant care, monitor environmental variables, and fulfill 
orders. Other vulnerabilities include the integrity of 
commodity sampling in international trade. As a 
participant representing field crop producers observed: 
“You ship something overseas and they sample it on 
arrival—how do you ensure integrity unless you digitize 
the sampling at the field level?” Without widespread 
implementation of security practices, data at rest or in 
transit can be manipulated to provide a false picture of a 
particular product. Interviewees reported the following 
distinct vulnerabilities by subsector:

“Cybersecurity risks manifest differently across 
subsectors. In dairy and poultry operations, 
where robotic systems are commonly used, a 
cyberattack could halt operations and jeopardize 
animal welfare.”
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	• Primary agriculture: Weak password practices, 
shared logins, no backups; cyber risks heightened 
during planting/harvest cycles.

	• Dairy and poultry: Data exposure via networked 
devices (e.g., photocopiers) and ransomware-linked 
shutdowns.

	• Vertical farming and agtech: Highly digitized but 
exposed due to SCADA/programmable logic 
controller systems, limited air-gapping, and remote 
connectivity.

	• Food processing: Strong dependencies on time-
sensitive operations and international supply chains 
create high-value attack targets.

These vulnerabilities are exacerbated by factors such 
as limited cyber literacy, aging leadership, and lack 
of redundancy in rural infrastructure [5]. Human error 
is also a matter of consideration in cybersecurity 
planning. As a vertical farm executive reflected: 
“The idea is to take humans out of the equation—
to the extent possible.” From fraud attempts via 
email spoofing to supply chain miscommunication, 
vulnerabilities are expanding with the digitization of 
every link in the FVC. Some vulnerabilities are deeply 
embedded in informal communication practices, 
such as the use of messaging apps for financial 
transactions and communications. Email fraud and 
bank transfer scams are not uncommon. As one food 
and beverage industry representative shared: “Some 
of our members were victims of ransomware.”

3.7.4 Potential Role for Cybersecurity 
Standardization
There appears to be tentative conceptual support for 
cybersecurity standardization, keyed to the unique 
features of the Canadian FVC value chain. Several 
potential benefits were identified, including:

	• Protective benefits: 
	• Establishing a consistent and baseline level of 
cybersecurity across the FVC; 

	• Serving as a common framework for driving 
improvements in cyber hygiene practices;

	• Providing a basis for validating and improving 
organizational security practices; and

	• Identifying sources of threats.

	• Practical benefits: 
	• Increasing trust in monitoring and traceability 
systems; 

	• Establishing clear guidelines for technology 
development (security-by-design) and adoption;

	• Identifying contamination/spoilage;
	• Revealing data integrity issues (e.g., data breaches, 
data poisoning);

	• Enhancing operational lines of sight to better manage 
bottom-line; and

	• Supporting systematic approaches to risk 
identification and mitigation.

	• Strategic benefits: 
	• Supporting FVC performance and resilience; 
	• Aligning with global trade requirements (e.g., EU, US); 
	• Providing competitive advantage for compliant 
organizations; 

	• Clarifying roles and responsibilities across the value 
chain; and

	• Facilitating better communication and trust between 
different value chain participants.

However, interviewees consistently stressed that 
standards must be practical, flexible, easy-to-
understand, and scaled to reflect:

	• The diversity of actors (from one-person farms to 
national processors);

	• Different levels of digital maturity across FVC 
businesses;

	• Sectoral and regional contexts (e.g., organic farms  
vs. vertical farms; livestock vs. field crops); and

	• The operational cadence of farming cycles and 
just-in-time logistics.

Participants from the retail, commodity, and agronomy 
sectors cautioned against rigid, top-down approaches. 
Instead, they called for modular, maturity-based 
standards that recognize the diversity of operators and 
their differing digital capabilities. Several recommended 
a tiered or maturity-based approach, featuring low-
barrier entry points (e.g., email security, backups) and 
advancing toward more rigorous standards as readiness 
improves. Support for this pathway of learning and 
practice change might benefit from being positioned as 
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not unlike other everyday practices and requirements of 
FVC parties. For example, participants from commodity 
(n = 2), agricultural policy (n = 1), government (n = 2), 
equipment and input supplier (n = 1), and agronomy (n 
= 1) perspectives identified strong parallels with food 
safety standards. As a consultant to the agricultural 
industry noted: “Farmers already deal with global food 
safety standards. Cybersecurity should be framed the 
same way.” Participants referenced GS1 traceability  
(a set of global standards to enable end-to-end 
traceability of products as they move through supply 
chains) (n = 1) and HACCP protocols (n = 7) as helpful 
models. 

3.7.5 Enablers and Strategic Levers
On the theme of a learning and practice change 
journey, awareness building was viewed broadly 
as the most important step towards enhanced 
cybersecurity (n = 15, spanning retail, technology 
innovation, commodities, policy, government, insurance, 
and agronomy perspectives). Education and training 
on cybersecurity, and access to relevant, practical 
resources, were viewed as helping to set the stage 
for an improved cybersecurity posture. Incentives, 
particularly for SMEs, were also mentioned as potential 
opportunities to underline the value of adopting effective 
cybersecurity practices, while mitigating barriers related 
to limited resources and smaller profit margins. A 
technology executive suggested that storytelling and 
real-world breach narratives can be important catalysts 
for awareness and engagement. Real-world breach 
stories were experienced as powerful motivators, as 
demonstrated by food sector organizations that have 
used social engineering case studies to boost training 
participation. To drive improvement, interviewees 
emphasized the importance of trust, partnerships or 
working through trusted channels (n = 8, from the 
cooperative, technology, dairy, processing, insurance, 
input, and government perspectives). Businesses that 
embody and demonstrate trust and farmer-focused 
cooperatives and industry associations were provided 
as examples of trusted partners. Some also added 
equipment vendors to this list. One interviewee, with 
extensive experience consulting across the food 
system, commented: “Start with the dealers—they’re 
trusted.” To avoid overwhelming producers and other 

small and medium business owners with yet another 
program, cybersecurity training could be integrated 
into existing programming, such as those addressing 
occupational safety and mental health. Embedding 
cybersecurity into existing food safety and animal 
welfare frameworks is another recommended strategy 
for reducing the perceived administrative burden 
of cybersecurity training and practice change. 

Technology solutions that build resilience, such as 
battery backups, segmented networks, and traceable 
digital records, were highlighted as potentially 
appealing avenues for introducing discussions 
and options for enhancing business cybersecurity. 
Among producers, agronomists and insurance 
providers, as well as information communication and 
telecommunications providers may play critical roles 
in supporting practice changes in cybersecurity as 
partners and essential components of business risk 
management, respectively. For example, financial 
institutions and insurers might use standards as 
a basis for determining the eligibility of agri-food 
businesses for various financing or insurance package 
pricings. As one food processor and cybersecurity 
expert pointed out, financial institutions could be 
in a helpful position to link businesses to insurance 
options. However, as an agronomist noted, financial 
institutions might not be seen in a positive light by 
some in the producer community. A government official 
suggested “fram[ing] cybersecurity as a [manageable] 
journey, starting with backups and email hygiene.”

The insurance industry was acknowledged by a 
number of interviewees as having a potentially useful 
role to play (n = 7, spanning commodity, policy, and 
insurance sectors, and government). Insurers were 
identified as being positioned to drive cybersecurity 
improvements across the FVC because they could 
reduce financial impacts from cyber incidents that 
could shut down FVC businesses. Standards and 
guidelines are seen as ways to demonstrate due 
diligence, create a common language for basic cyber 
hygiene, and provide a roadmap for capacity building 
that insurers can align to. Highly automated equipment 
and smartphone-centred operations may, paradoxically, 
lead to more downtime and loss severity if used as 
entry points for cyberattacks. Interviewees emphasized 
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that policy conditions with teeth (e.g., required phishing 
tests tied to coverage) can help shape positive 
cybersecurity practices. They also noted potential risks 
involving situations where business data could be used 
against policy holders by the insurance industry. 

A digital equipment manufacturer suggested that some 
of these cross-cutting service providers (e.g. smaller 
advisory firms) may be less up-to-date on contemporary 
cybersecurity issues and practices. Developing 
cybersecurity awareness and best practices among 
these groups could be an effective way both to mitigate 
a less visible vulnerability within the FVC and to spread 
awareness and practice knowledge to their agricultural 
clients. 

In addition to serving as a reference point for 
government-funded incentive programs for 
cybersecurity practice enhancements, a cybersecurity 
standards initiative could form the basis for public–
private partnerships enabling accessible grant programs 
along with auditing and other shared services that are 
essential to effective implementation. Funded pilots, 
awareness campaigns, and certification incentives were 
identified as collaborative opportunities to accelerate 
progress towards enhanced cybersecurity readiness. 
Also suggested was the need for safe, anonymized 
breach reporting mechanisms to foster a culture of 
learning without fear of financial repercussions or 
reputational harm. From the standpoints of consumer 
safety and trust, the operational implications of this 
suggestion would require a careful work-up.

Finally, a multi-party approach is essential for promoting 
technology adoption by addressing ethical and 
cybersecurity issues [210] through dialogue and shared 
learning. For example, a variety of teleoperated robotic 
systems are emerging [211] that offer the promise of 
operational efficiencies across all aspects of the FVC. 
Some of these business efficiencies may entail both 
positive and negative social impacts. These systems 
may also contribute to sustainable development goals 
within primary production, such as preserving 
biodiversity, as elements of precision agricultural 
operations [210]. However, as a digital equipment 
manufacturer observed, robotic systems that are 
operated by third-party teams of humans may be 
exposed to new types of physical and cybersecurity 

security risks, including the weaponization of mobile 
platforms. Emerging issues of this kind can be best 
identified and addressed through processes that involve 
a diversity of perspectives working in collaboration. 
Recognizing the complex challenges associated with 
developing and implementing suitable cyber insurance 
products, an insurance industry executive suggested the 
value of holding cross-sector forums to enable a better 
understanding of the risk environment and risk 
management opportunities.

3.7.6 Governance and Leadership
In various ways, participants suggested that food 
system cybersecurity would be best achieved through 
collaboration or partnership. For example, participants 
from government and the insurance and agronomy 
sectors (n = 3) identified that there are roles for a 
variety of actors. A government participant suggested 
that, while government should be a partner in building 
better cybersecurity capacity, the process should be 
led by industry. Larger actors were seen as being key 
to creating the conditions for successful standards 
development and adoption, and a corresponding shift 
in business practices. Existing organizations, such as 
those focused on traceability, breed and genetics 
associations, and certain cooperatives, already steward 
large volumes of data, and could therefore be pivotal  
in leading change. Similarly, through their third-party 
cybersecurity risk management programs, large 
retailers can help to create a “pull” effect—bringing 
those who provide inputs to their business processes 
into alignment with new requirements. A coordinating 
structure that includes private sector innovators, 
universities/research groups, standards bodies,  
and regulators is widely seen as both practical and 
necessary. Interviewees voiced interest in the idea  
of a multi-party governance model, with government 
playing a supportive or co-facilitative role (e.g., funding, 
convening) rather than leading such a group outright. 

3.8 Key Gaps and Challenges
A prevailing sentiment among agri-food business 
owners is one of administrative overload from current 
safety and compliance programs. Many FVC enterprises 
operate with slim margins and limited available capital. 
Even within profitable enterprises, this appears to be a 
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widespread concern. This could constrain the sense of 
priority, the motivation, and the capacity of business 
owners to invest time and capital in cybersecurity, or  
to embrace the benefits of a voluntary standardization 
initiative. Adding a cybersecurity program on top of the 
other demands on their attention and resources may 
exacerbate administrative fatigue, especially among 
smaller businesses. A participant and cybersecurity 
expert from the poultry industry reflected: “They think, 
‘we’re small, so why would they target us?” Building 
cyber preparedness is like investing in broad health 
promotion initiatives. The benefits may not be 
immediately evident to the average person or business. 
Moreover, interest in adopting cybersecurity standards 
may be hampered by a perceived lack of return on 
investment at the business level. Some of this hesitancy 
may stem from insufficient integration with existing food 
safety, quality, and sustainability systems, with a 
corresponding lack of visibility on interdependent 
vulnerabilities. This challenge was described by a FVC 
infrastructure provider: “Even organizations like [some 
of] the large grocers and the large food service 
distributors don’t necessarily have a digitized supply 
chain, and so that for them to truly leverage standards, 
there has to be an ROI on it, and it’s hard to get at that 
ROI. Even Canada is behind a lot of places in the world 
and in our ability to trace our food. . . because we didn’t 
invest in digitizing our supply chain to make it really easy 
to track where problems may be or where problems 
could be coming. . . people don’t know that they don’t 
have line of sight because. . . their systems aren’t set up 
to do such a thing.”

It was also revealed that there is an element of vendor 
mistrust among some agricultural producers (not 
unrelated to the right-to-repair movement and data 
ownership and privacy concerns). This may contribute 
to an aversion toward fear-based messaging about 
cybersecurity risks. This contrasts with other findings 
suggesting that vendors are also seen as trusted 
sources of information about the products they sell. 
There is no one-size-fits-all approach to communication 
and outreach. Consequently, it will be important 
to work collaboratively to identify the most trusted 
channels for information and engagement within 
particular subsectors and regions of the Canadian 
FVC. At the time of writing, formal and systematic 

attention to cybersecurity across the FVC is limited. 
There is a gap in leadership and coordination involving 
both government and industry that represents an 
important opportunity for impact. As one respondent 
from the food manufacturing sector suggested: “[o]
nly when private equity enters [the scene] do firms get 
the tools to modernize.” A participant also suggested 
that cybersecurity remains underprioritized within the 
food manufacturing industry due to the sector’s low 
political visibility compared to primary agriculture, 
despite its critical role in national food security. Others 
saw large retailers as potentially important drivers of 
practice change among primary producers and food 
manufacturers. Two areas offer promise here: consumer 
and trade expectations around food traceability, and 
third-party cybersecurity risk management. Some 
interviewees felt that the needs of large purchasers 
for secure system-to-system communication and 
reliable product data may create an important pull 
effect, driving others to improve the cybersecurity 
practices that underlie these transactional requirements. 
While the business case for cybersecurity appears 
widespread across larger entities within the FVC, it 
was seen as being far less pronounced as a regular 
part of business risk management among smaller 
actors. Importantly, there appears to be a general 
lack of attention to the broader systemic risks of low 
attention to cybersecurity across the entire FVC. 
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Poor digital practices compound the problem. Shared 
logins, unencrypted communications, and reliance on 
free or consumer-grade apps for business purposes are 
common. “People get overwhelmed by the jargon and 
fear-based marketing,” explained a cybersecurity expert 
with a large retailer. Additionally, many organizations 
are simply unaware of best practices or unmotivated  
to prioritize them. Reflecting the findings of earlier 
research in the agricultural sector [5], the prevailing 
mindset on cybersecurity among many smaller FVC 
businesses appears to be one of security through 
obscurity. Although existing cybersecurity standards 
offer many benefits that can be leveraged to secure 
information systems and industrial control systems, 
they exhibit limitations beyond those identified in Table 
11 when applied to the unique environment of today’s 
FVC. The pace and mechanisms for considering new 
threat intelligence and updating standards may no 
longer be fit-for-purpose in an environment of 
accelerating technological change. In addition, a 
number of notable challenges exist related to the 
implementation of any cybersecurity standards across 
the breadth of the FVC. While many other CIs benefit 
from guidance on cybersecurity, the food system lacks  
a coordinated perspective, along with sector-specific 
guidance for individual components. There is a lack  
of tailored recommendations that address the unique 
environmental and operational challenges of the 
various operational settings within this environment. 
Yet, as digital transformation through IoT, AI, and 
automated systems becomes more prevalent, the  
food system will face new, and more numerous, 
cybersecurity risks. 

Current standards and frameworks often focus on 
information security management systems applicable 
to any organization but do not address the unique 
challenges of the FVC. There is a scarcity of guidelines 
that consider the specific operational technologies 
used in food production and processing, leading 
organizations to adapt generic standards without 
tailored guidance, potentially resulting in inconsistent 
implementation and security gaps. With a global rise 
in supply chain attacks, one of the most significant 
gaps relates to the improvement of supply chain 
security. This includes third-party vendors and the 
integrity of physical inputs. Agricultural operations and 
food processors depend on a complex, global supply 

chain involving equipment manufacturers, software 
developers, input producers, and service providers. 
Cyberattacks targeting any point in this chain can 
disrupt the entire food production process through 
cascading impacts. These supply chains introduce 
vulnerabilities that are not fully addressed by existing 
standards. Although ransomware operations may target 
supply chain pinch-points to intensify the pressure 
to pay, the more significant risk for widespread harm 
comes from ideologically or geopolitically motivated 
actors. In the first case, this could involve foreign or 
domestic actors seeking to disrupt CIs consistent 
with a particular cause. In the second case, this may 
involve using cyber tools as hybrid elements of foreign 
interference or, more seriously, as part of asymmetrical 
operations that also involve physical combat. The 
diversity of malicious actors (criminal, ideological, or 
geopolitical) and the range of exploits they can deploy, 
call for attention to mechanisms within the FVC for 
continuous monitoring, proactive threat detection, and 
reporting, along with producing and disseminating 
cyber threat intelligence. These would boost the 
situational awareness of individual businesses as well as 
support systemic collaboration. Protocols for intelligence 
sharing, such as setting up sector-specific ISACs 
would also deepen the capacity of the FVC to make 
data-informed decisions closer to the “speed of cyber.” 
These kinds of proactive approaches may not only 
prevent cyberattacks from causing major operational 
disruptions but may also allow for faster recovery in the 
case of an incident, supporting long-term resilience. 

The FVC, with a power balance emphasizing the needs 
and interests of larger businesses [1], often lacks 
transparency regarding vendors’ security practices. 
Farmers and smaller processors may have limited 
visibility into the cybersecurity measures implemented 
by their suppliers and service providers, making it 
difficult to assess and mitigate risks associated with 
equipment, devices, or other third-party components. 
Cybersecurity standards currently do not provide 
sufficient guidance for FVC end-users on how to 
evaluate cyber risks. Data governance, ownership, 
and privacy protection present additional challenges 
in the agri-food sector, and therefore the FVC, that 
are not addressed directly by existing standards and 
frameworks. Farmers are often clear they believe 
they own the personal and business data originating 
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within their operations, but they remain uncertain 
how technology vendors implement data access and 
control measures and how their farm data is used 
beyond their operations. From a data governance 
perspective, there is a need for broader and deeper 
consideration of data ownership complexities and 
privacy concerns specific to FVC system data. 

Industry-spanning dialogue on ways to optimize 
cybersecurity response capacity while minimizing 
exposure to legal liability where an operation includes  
a mix of proprietary data streams could address a 
particularly important barrier faced by some farming 
operations: a vendor may be reluctant to investigate 
certain on-farm data issues if there is a risk that they 
could inadvertently view another vendor’s proprietary 
data, as this could place the first vendor in jeopardy of 
civil litigation. 

The implementation of cybersecurity standards also 
has major implications for the protection of OT used  
in the FVC. Food production and processing systems, 
including automated machinery and IoT devices, are 
often vulnerable to attacks, particularly when legacy 
systems that were not designed with cybersecurity  
in mind are involved. IEC 62443, which is tailored for 
industrial control systems, offers an example of how 
organizations can secure both new and legacy OT 
environments. This lowers the risk of disruptions to 
critical production processes, ensuring the continued 
safety and quality of food products. 

The integration of legacy equipment with modern smart 
technologies also poses security challenges that are not 
fully covered by existing standards. Farms and smaller 
processing and retailer operations that use older 
machinery lacking built-in security features could 
experience vulnerabilities when these machines are 
connected to networks. Current standards do not 
provide detailed guidance on securing such hybrid 
systems, leaving a gap in effectively protecting 
environments where legacy equipment interfaces  
with new technology. While legacy equipment poses  
a major risk, upgrading it, or safely integrating legacy 
components into new structures, may be cost-
prohibitive. Along with a sense of complacency, this  
is detrimental to achieving an improved cybersecurity 
posture. Some of the ways that this issue might begin  
to be addressed include:

	• Incremental security enhancements: Making 
practical, lower-cost options available, such as 
installing firewalls, network segmentation, or 
encryption tools that are compatible with older 
systems.

	• Transition incentives: Government or industry grants 
could be provided to help FVC entities gradually 
transition to more secure, up-to-date systems.

Regulatory gaps, consumer trust, and compliance 
burden also present significant challenges. In Canada, 
there is no comprehensive cybersecurity regulation 
specifically focused on the agri-food industry [124], as 
has started to emerge for other CIs (such as federally 
regulated entities, per recent Canadian legislation). 
Without a degree of regulation and accompanying 
standards, cybersecurity measures vary widely among 
organizations, and weak links in the value chain can 
compromise the entire network. As data protection 
regulations such as the GDPR become more stringent, 
compliance with cybersecurity standards could help 
organizations avoid legal penalties and demonstrate 
their commitment to securing both data and operations. 
Some alignment with internationally recognized 
standards could enhance consumer trust and build 
stronger relationships with relevant interested parties  
by ensuring that the FVC is protected from cyber threats. 
However, meeting cybersecurity regulatory requirements 
can be particularly challenging for SMEs within the 
FVC, which may lack the administrative support or the 
capacity to navigate complex compliance obligations. 
This challenge might be surmounted in two ways. 

	• Development of simplified compliance tools: Create 
simplified, scalable compliance frameworks tailored 
to the needs and capacities of FVC.

	• Introduction of a sector-specific framework: Consider 
sector-specific guidelines that prioritize essential 
practices for the FVC, making it easier to comply 
without the burden of larger, more complex, 
generalized cybersecurity frameworks.

There is limited integration of cybersecurity with  
food safety management. Food safety standards like 
HACCP and ISO 22000 do not typically incorporate 
cybersecurity considerations [33]. Cybersecurity and 
food safety are often managed independently, leading 
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to gaps where cyber threats that affect food safety may 
not be adequately detected or mitigated, posing risks 
to consumer health. 

The resource constraints faced by SMEs considering the 
adoption of cybersecurity standards are consequential 
for widespread implementation. Comprehensive 
cybersecurity frameworks such as ISO/IEC 27001 
and IEC 62443 can be resource intensive, requiring 
not only financial investment but also personnel with 
the skills to ensure that the associated activities take 
place. Adopting prioritized cybersecurity controls 
would help smaller organizations achieve a basic 
level of cybersecurity without overwhelming financial 
burdens. To be effective, any standards-based solution 
must be developed by those who understand the 
cybersecurity landscape of the operations needing 
protection, including the safeguarding of information 
assets and networks, and the broader threat 
environment within the business context. Where 
implementation is concerned, smaller businesses in the 
agri-food sector often face awareness and technical 
knowledge gaps related to cybersecurity. Partial or 
inadequate implementation leaves organizations 
vulnerable, making it essential to develop scalable 
and adaptable frameworks that fit the varied needs of 
different organizations in the agri-food sector. In some 
settings within the FVC, such as primary agricultural 
production, where digitalization is relatively new, there 
is resistance to adopting cybersecurity practices, 
especially as they are seen as costly or complex. 
Actions that could help address this challenge include: 

	• Awareness campaigns on cyber risks in specific 
areas of the FVC: Industry associations and 
cooperatives can lead campaigns to raise awareness 
about the sector-specific risks and impacts of cyber 
incidents, shifting the perception of cybersecurity 
from a “tech issue” to a business priority.

	• Education and training initiatives: Industry bodies and 
government agencies can offer training workshops, 
online courses, and certification programs specifically 
designed to raise cybersecurity awareness and skills 
within the FVC, including awareness workshops for 
rural residents, accessible training for small business 
owners and growers [e.g., 177], role-specific 
cybersecurity training for farm managers and owners 

of small food processing operations, and technical 
training for designated personnel across the FVC. 
Additional specialized training opportunities that focus 
on the unique needs of other components of the FVC 
will also be needed. Cybersecurity literacy within the 
FVC can be developed through partnerships between 
industry and educational institutions. Just as food 
system actors should have a baseline knowledge of 
cybersecurity, those entering careers in cybersecurity 
should understand the unique needs of the FVC and 
the rewarding opportunities that may come from 
building a career serving the needs of this sector [11].

	• Development of clear, user-friendly guidelines: 
Providing simplified, actionable guidelines on core 
cybersecurity practices can make it easier for 
non-technical parties to adopt security measures. 
Guidance, provided by trusted channels, to help 
businesses secure hybrid environments where legacy 
equipment interfaces with modern technology would 
be beneficial.

There is a gap in addressing the cyber-physical 
security aspects unique to the FVC. Cyberattacks on 
digital agricultural systems can have direct physical 
consequences across the FVC, such as manipulating 
irrigation systems or altering climate control 
parameters in primary production, disrupting tracking 
and logistics in distribution operations, or interfering 
with robotic fulfillment processes in retail businesses. 
Existing cybersecurity standards primarily focus on 
information security and may not comprehensively 
cover the prevention and response to attacks that  
span both cyber and physical domains. Standardized 
protocols and security measures specifically designed 
for IoT devices used in the FVC are also lacking. The 
diversity of devices used in digital agriculture creates  
a heterogeneous environment that is challenging to 
secure with generic standards. Existing IoT security 
guidelines offer general recommendations but may not 
address the operational conditions and threats specific 
to agriculture, such as the need for devices to function 
reliably in harsh weather conditions and isolated 
locations with limited connectivity. The evolving  
cyber threat landscape, including the use of AI-driven 
cyberattacks and advanced hacking techniques, 
requires that standards solutions remain flexible and 
adaptable. Implementing cybersecurity frameworks is 
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not a one-time effort; it involves continuous updates 
to address new risks. Standards and guidelines 
must evolve alongside technology to cover emerging 
threats, such as AI-driven attacks that target the 
automation in food production systems or blockchain 
vulnerabilities in supply chain management. Flexibility 
can help organizations stay ahead of the ever-changing 
cyber threats facing the sector. It also is important 
to understand that, just as AI can be weaponized 
by malicious actors, it can also be deployed as a 
shield against their exploits. Additionally, there are 
sustainability and environmental implications tied 
to cybersecurity standards implementation. As 
sustainability practices become increasingly integrated 
into food production, the need to protect environmental 
data, such as water usage, pesticide levels, and soil 
health, becomes more critical. Cybersecurity standards 
could support the integrity of this data, which is essential 
for sustainability reporting and regulatory compliance. 
For example, protecting data from tampering 
ensures that accurate environmental metrics are 
maintained, helping organizations meet sustainability 
goals while also safeguarding their reputations. 

Climate-related risks on digital infrastructure must 
also be assessed and considered in formulating 
FVC standards. Climate-related disruptions, such as 
extreme weather events, are not currently addressed 
in standards frameworks but could have significant 
implications for cybersecurity, particularly in rural and 
remote areas. Increasingly frequent climatic events (e.g., 
floods, fires) can affect IT infrastructure and security 

systems across the FVC. Features related to fostering 
climate resilient systems should be considered and 
built into cybersecurity practices. These might include 
securing backup power, developing climate-related 
disaster recovery plans, and ensuring that remote 
operations are resilient against physical disruptions. 
The need for cyber insurance and enhanced risk 
management practices within the agri-food sector is 
becoming increasingly important. At the same time, 
cyber insurance is a developing space. As noted by 
an insurance industry executive, while more and more 
components of agri-food operations have a cyber 
nexus, cyber insurance is currently not considered a 
profitable cost centre within the insurance industry. 
There is important work to be done to refine a business 
model, and underwriting practices that will enable a 
clearer and more sustainable role for cyber insurance  
as a critical tool for agri-food business risk management, 
aligned to FVC operational environments and risks. 
As this continues to develop, attention to cyber risk 
assessment and proactive cybersecurity practices 
will be important, as they are often prerequisites for 
obtaining, and maintaining, favourable coverage at a 
manageable cost. Standards could be an important 
focus for getting this right. Finally, the Canadian FVC 
currently lacks a unified, coordinated, all-of-system 
focus. Standards development and implementation 
could therefore be grounded in collaborative processes 
that consider the interconnections between the 
FVC and society as a whole, which involve multiple 
parties and draw from an interdisciplinary perspective. 

“Climate-related disruptions, such as extreme 
weather events, are not currently addressed in 
standards frameworks but could have significant 
implications for cybersecurity, particularly in 
rural and remote areas.”

http://csagroup.org


CYBERSECURITY IN THE CANADIAN FOOD VALUE CHAIN

74csagroup.org

Collaborative processes, incorporating a diversity 
of technical, operational, and social perspectives 
(including those of women and Indigenous business 
owners), will help to identify how standards, and 
which adaptations, would best lend themselves to 
the needs of the sector. For example, in the arena of 
food security, there is a growing understanding that 
historical colonial practices and policies have harmed 
Indigenous food sovereignty, both directly and indirectly, 
through their impacts on Indigenous women and, by 
extension, their communities [212]. Consequently, 
bringing the voices of Indigenous peoples and women 
into discussions of how the Canadian FVC functions 
may be seen as an element of reconciliation [213]. 
Incorporating a diversity of viewpoints and lived 
experiences on FVC cybersecurity can also help to 
ground emerging solutions within a broader set of 
insights. More broadly, the lack of attention to FVC 
cybersecurity in the academic, policy, and standards 
literature calls for an expansion of focus, which could 
be achieved by convening and integrating perspectives 
from across this CI. Implementing cybersecurity 
standardization in the FVC extends beyond mere 
risk mitigation. Standardization can help provide a 
foundation for securing supply chains, preserving data 
privacy, ensuring operational continuity, futureproofing 
against emerging threats, and strengthening the social 
contract among relevant interested parties. Addressing 
the gaps and challenges discussed in this section 
will require developing specialized frameworks and 
guidelines that consider the distinctive characteristics 
and needs of the broader agri-food sector. Such 
efforts will ensure that cybersecurity measures are 
both effective and practical for farmers and agri-
food related businesses, ultimately safeguarding 
the integrity and resilience of our food system.

4 Conclusions and  
Recommendations
4.1 Conclusions
FVC integrity is more than a digital concern; it 
contributes to the economic resilience, prosperity, 
stability, and cohesiveness of Canadian society. The 
cybersecurity of the FVC is an issue of national security 
[8] because it touches on food security, individual and 

population health, regional and national economic 
prosperity, social and societal wellbeing and resilience, 
and geopolitical position. Food is increasingly being 
weaponized as focus of hybrid operations by a variety 
of foreign actors, including adversaries in international 
trade and geopolitics. Cascading failures are possible 
if core digital infrastructures are compromised. As 
one interview participant from a provincial federation 
observed, “If you encrypt our. . . systems, millions in 
exports stop. We can’t market, can’t decide—everything 
halts.” Canada lags behind other jurisdictions that have 
undertaken work to develop integrated frameworks 
for addressing multi-level cybersecurity challenges, 
particularly in the agri-food sector. For example, the 
US Food and Agriculture ISAC [125] seeks to address 
the unique challenges faced by the agri-food industry, 
the EU’s NIS2 Directive addresses ways that the 
food system can integrate cybersecurity practices 
with regulatory requirements to protect CI, and the 
Netherlands Cybersecurity Strategy illustrates the 
potential value of a holistic, all-of-society approach 
to cybersecurity. Furthermore, a set of potential 
cyberattack scenarios developed by the US Department 
of Homeland Security has proved to be both farsighted 
and useful as a focus for much-needed attention 
[107]. Recent peer-reviewed research underscores 
the importance of efforts involving public–private 
collaboration on standards to benefit the cybersecurity 
of CIs [214], and specific components of the FVC [12]. In 
Canada, a report from the House of Commons Standing 
Committee on Public Accounts concluded that Canada’s 
food system lacks coordinated resilience planning and 
urged greater attention to emergency coordination and 
long-term resilience through enhanced data, workforce 
development, and collaboration across sectors [215]. To 
enhance cybersecurity across the FVC, a cybersecurity 
framework that is tailored to the unique vulnerabilities 
and operational needs within this sector could play 
an essential role. Strengthening collaboration, such 
as through public–private partnerships, is crucial for 
effective information sharing and resource distribution, 
enabling coordinated responses to cyber threats and 
improving resilience [11]. Comprehensive education 
and training programs should be implemented to 
elevate cybersecurity awareness and skills at all levels 
of the FVC, from farm operators to retail managers 
[11]. Furthermore, standardized incident response and 
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recovery protocols must be established to ensure swift 
and effective actions during cyber incidents. A practical 
reporting scheme would also elevate insights and 
inform coordinated planning and policy development. 
Lastly, providing incentives for early adoption [11] and 
demonstrating the benefits through pilot projects could 
facilitate widespread uptake of these technologies. 
Implementing robust cybersecurity measures within the 
FVC presents several challenges due to its complexity 
and the diversity of its interconnected components 
[13]. Tailoring solutions to meet specific needs from 
production to retail is an elaborate task. Smaller 
enterprises often face significant resource constraints, 
lacking the financial and technical capabilities necessary 
to implement sophisticated cybersecurity measures. The 
rapid evolution of the cyber threat landscape requires 
constant vigilance to keep security measures updated 
and effective against new threats [216]. Regulatory 
and compliance issues also pose a challenge, as 
relevant interested parties must navigate a complex 
landscape of data protection laws while participating 
in an innovation ecosystem. Finally, engaging a broad 
spectrum of relevant parties, who possess varying levels 
of knowledge and interest in cybersecurity, is critical. 
Overcoming skepticism and aligning collective efforts 
toward robust cybersecurity investments is essential for 
safeguarding the entire FVC. Together, these challenges 
underscore the importance of the human element in 
the people, processes, and technology flow. While it is 
technology and processes that are often foregrounded 
in discussions of cybersecurity and cybersecurity 
standards, attending to the people challenge is a 
prerequisite for the other two elements to succeed. 
This is especially true in the face of such complex, 
systemic, problems as FVC cybersecurity, which no 
single party can address on its own. These benefit from 
collective efforts involving coordinated collaboration 
across multiple sectors, built around common 
goals [217]. There is a growing understanding that 
cybersecurity in the FVC needs to have a dual focus on: 

	• Threats and impacts disrupting individual 
businesses; and

	• Threats and impacts affecting the broader system 
and the public. 

Cybersecurity standards or guidelines have a critical 
role to play in both arenas. At the time of writing,  
there are no cybersecurity standards, guidelines, or 

compliance regimes specific to the FVC, or that 
recognize the value of a dual focus on individual 
components and systemic integrity.

On a day-to-day basis, small and large business 
owners are seized with a variety pressing concerns 
that often push cybersecurity into the background, 
when it is considered at all. This needs to change, 
but attention to cybersecurity should not compete 
with more readily understood strategic enterprise 
issues, or with the attention and resources available 
to business owners and operators. Credible industry 
champions and narratives that explain the practical 
business case for cybersecurity were identified 
as important ingredients of practice change. 
Cybersecurity should also be embedded in the 
practices and processes of cross-cutting organizations, 
such as service providers, as well as being a design 
feature and marketing strength of equipment 
manufacturers. Where possible, cybersecurity should 
be incorporated into already-accepted programs, 
such as those having to do with occupational health 
and safety, or compliance regimes that depend on 
the confidentiality, integrity, and availability of critical 
data, such as the HACCP framework for food safety. 

The FVC is a large, complex, and highly variable system 
of systems, processes, and actors. As a result, it may  
be most effective to consider a modular approach to 
enhancing cybersecurity through standards or 
guidelines anchored to cyber maturity levels. One move 
in this direction is the CCCS’s Baseline Cyber Security 
Controls for Small and Medium Businesses [137], which 
have been described as “the Canadian specification of 
controls equivalent to that of the NIST Cyber Security 
Framework [5] or ISO/IEC 27001” [132]. Another is IEC 
TS 62443-1-5, which provides implementation guidance 
for CI [193]. While the implementation of a Canada-
specific cybersecurity framework for the FVC means 
different things to different actors, what is clear is the 
need for a suite of resources that balance multiple 
considerations, including Canadian food sovereignty, 
international trade opportunities and requirements, 
regional and sectoral differences, and the benefits of 
multi-sectoral collaboration. At the same time, it will be 
important to recognize that international standards can 
facilitate trade diversification. Thus, any standardization 
initiative must strike an effective balance between the 
needs and interests of Canadian FVC actors and their 
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trading partners abroad. The most important findings 
may be those having to do with the human, relational 
dimension of cybersecurity, specifically the need for 
sector engagement, outreach, and most importantly, 
awareness building and guidance, leveraging trusted 
channels. Drawing from concepts in data and 
cybersecurity governance, a type of federated 
governance model may lend itself to the developmental 
needs of the FVC related to CI cybersecurity. Federated 
governance involves a collaborative structure where 
multiple independent organizations or actors share 
responsibility for decision-making, implementation, and 
oversight, typically within a complex system or sector. 
Instead of a central authority exercising full decision-
making authority, a federated model distributes 
leadership and roles across trusted organizations  
that work together under common goals or standards. 
For example, a recent examination of federated data 
governance models [218] observed that this type of 
structure is more adaptable in the face of such 
common challenges as: 

	• Blind spots related to a diversity of regulatory 
compliance regimes;

	• Coping with mixes of modern and legacy data 
systems;

	• Adjusting to new business needs or advances in 
technology; and

	• Change management issues.

As shown in Figure 26, while CI cybersecurity is more 
complex than organizational data governance, the core 
features and benefits of a federated model can serve  
as a useful reference point, or at least a conceptual 
starting point, for evaluating potential structures 
tailored to the FVC.

A decentralized, collaborative model for developing  
and implementing cybersecurity standards in the FVC 
recognizes that no single authority can effectively 
manage cybersecurity across such a complex and 
decentralized system. A national coordinating body,  
or “apex group”, potentially involving a public–private 
partnership, would provide strategic oversight and 
ensure alignment across jurisdictions. This type of 
approach respects the diversity of actors, technologies, 
and risks across the food system while promoting 

shared standards and coordinated security. It offers 
scalability, trust, and adaptability, especially important 
given the large number of small and mid-sized 
enterprises in the sector. Sector-specific working groups 
(e.g., for producers, processors, retailers, etc.) would 
contribute tailored guidance, while regional partners 
could support localized implementation through 
awareness building, training and outreach, and program 
implementation. A senior government official and an 
insurance industry leader suggested that, while there is 
a role for government, it should be as a partner, rather 
than a leader. The insurance participant recommended 
that “government should fund, not lead. . . let industry 
guide implementation.” Core cybersecurity standards 
and best practices, adapted from existing guidelines and 
frameworks, would need to be developed collaboratively, 
with modular add-ons addressing sector-specific needs, 
such as IoT security in smart farming or data integrity  
in cold chains. Implementation could be supported by 
industry champions, shared knowledge hubs, and 
third-party certification options. This approach 
encourages shared responsibility, enables flexible risk 
management, and promotes opportunities for broad 
adoption, particularly among small and mid-sized 
enterprises, while maintaining coherence across the 
national food system.

Divergent views were expressed concerning the role 
government might play in relation to both leadership and 
legislating and enforcing standards at the level of the 
FVC. Some suggested that, because the cybersecurity 
of the FVC is a pan-Canadian concern, leadership from 
the federal government would be essential, and that this 
might be the only way to create a reasonable baseline 
of practice enhancements across this CI. Government 
was recognized as the only party capable of convening 
the necessary participants for a comprehensive 
development initiative, and of providing the incentives 
and enforcement needed to significantly enhance 
cybersecurity capacity across the FVC. An effective 
set of standards or guidelines would need to be seen 
as practical enablers of innovation, a marketing/trade 
advantage for agri-food businesses, and an achievable 
accomplishment for those who are currently lower in 
cyber maturity and resource capacity. Others, including 
a government participant, suggested a more tempered 
role for government. For example, were government to 
seek too prominent a role in cybersecurity standards 
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Figure 26: Overview of proposed governance model for a cybersecurity standards initiative serving the Canadian FVC.

development and implementation, it could be regarded 
as overreach and might lead to various unintended 
“backfire” effects. These differing views reflected 
not just pragmatic concerns, but also opposing 
philosophical viewpoints about the role of government 
in the broader agri-food sector. However, the overall 
sentiment of interviewees was that government could 
play a helpful role, supportive versus directive, within a 
collaborative cybersecurity standardization initiative. 

What industry guidance might look like in practice 
varied across participants. For example, one participant 
working for a federation emphasized that industry 
alignment with cybersecurity standards and best 
practices should be entirely voluntary. Others suggested 
that voluntary frameworks, or standards controlled 
exclusively by industry, were seen by some as a recipe 
for inertia and persistent vulnerability. This divergence 
of perspectives represents an important tension 
to resolve, not just from the standpoint of creating 
an effective participatory process for managing a 
standards initiative, but also because the FVC is a 

CI, vital to the well-being of all Canadians. Although 
not reflected in participant suggestions, any process 
that centres on enhancing the safety, resilience, and 
sovereignty of the Canadian food system should also 
consider socio-economic factors [1], [210] that may 
impact various populations, including Indigenous 
communities and a range of equity-deserving groups. 
Representation from these non-traditional parties in 
standards development initiatives would support a more 
holistically informed process.  In today’s dynamic and 
rapidly evolving threat environment, the pressure on the 
Canadian FVC is intensifying, as are the positive roles 
it can play both domestically and globally. Therefore, 
an effective cybersecurity framework for this CI could 
benefit from incorporating the six design principles 
that were proposed in Section 3.5.15 of this report:

	• Applicability. Standards or guidelines must address 
the widest array of cybersecurity threats, such as 
ransomware, advanced persistent threats, threats to IT 
and OT, and the increasingly prevalent issue of social 
engineering via synthetic media, such as deepfakes. 
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	• Relevance. Standards must address real and 
perceived needs across a broad spectrum of users. 
This will ensure they resonate with both highly 
technical cybersecurity personnel and those with 
limited cybersecurity knowledge.

	• Technical capacity and affordability. Determining  
the technical and financial capacity required to 
implement and monitor standards is crucial. This 
includes an assessment of the resources needed to 
effectively adopt, use, and evaluate the standards 
within an organization and across the FVC. 

	• Agility. The agility of standards and standards 
frameworks is paramount in allowing the sector to 
effectively contend with a rapidly evolving threat 
environment. Features that allow for flexibility in 
adapting to changes are essential. 

	• Shared development. Standards must be 
collaboratively developed with input from multiple 
relevant groups. 

	• Context. Standards must operate in a context that 
reflects both the specific needs of the FVC and the 
broader societal implications of cybersecurity.

The burden of additional training in cybersecurity risk 
management may be reduced by incorporating it into 
existing, accepted programs such as those focusing on 
occupational health and safety. Awareness building is 
perhaps the most important step towards enhanced 
cybersecurity across the FVC. A cybersecurity 
standards initiative could serve as a common point of 
focus around which several beneficial collaborations 
could coalesce. A federated type of governance model 
embodies the idea of shared responsibility, which is 
essential for grappling with the shared nature of CI risk. 
It offers the opportunity to balance interests in sectoral 
and local autonomy with the need for national 
coordination and system-wide benefits. It can support 
differing levels of attention and support, aligned to 
variability in cybersecurity maturity. 

Notwithstanding the preceding focus on opportunities 
for standardization work to play a helpful role in 
strengthening cybersecurity preparedness and 
capacity across the FVC, it is important to understand 
that the main focus of current standards is typically on 
categorizations of vulnerabilities and local practices for 

addressing them. While standardization is a necessary 
component of building cybersecurity, it is not a sufficient 
approach for preventing malicious cyber events. An 
effective cybersecurity position for the FVC will require 
all of the preceding elements, as well as: 

	• A strong business case for adoption of standards  
and best practices; 

	• Methods for ensuring proper implementation of 
standards and best practices; 

	• Coordinated sharing of threat intelligence; 

	• Awareness building, shared learning; and

	• Advancing individual and organizational capacity  
to participate in the development of greater cyber 
resilience. 

4.2 Recommendations
To support the role of standardization in strengthening 
cybersecurity capacity across the FVC, the following 
actions, aligned with the previously proposed 
governance model (see Figure 26), are recommended  
for consideration.

1.	 Any interested party-based process of 
standardization should include not only the usual 
diversity of traditional (private and public sector) 
actors but also non-traditional parties to 
standardization initiatives (e.g., food security 
researchers, representatives from under-represented 
communities and equity-deserving groups, and 
those involved with Indigenous food security/food 
sovereignty). Such a diversified structure would 
support mutually reinforcing activities related to 
awareness, shared ownership and successful 
implementation [217]. 

2.	 Standardization work emphasizing the Canadian 
context should include the following activity 
clusters:
a.	 �Engage different FVC actors to encourage and 

leverage their capacity to support outreach and 
education, through trusted channels, on the 
central role of cybersecurity as a FVC business 
enabler and component of business risk 
management, and the role that standardization 
could play in strengthening cybersecurity, 
thereby socializing a receptive “constituency  
for change.”
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b.	 �Develop tiered, modular cybersecurity standards/
guidelines tailored to the differing levels of cyber 
maturity within the Canadian FVC, based on the 
six design principles proposed in this report. The 
standards might draw from existing guidelines, 
such as those from the CCCS, aligned with 
relevant families of standards and best practices 
(e.g., NIST, ISO), and responsive to the evolving 
realities of the Canadian context. 

c.	 �Identify, and pilot standards/guidelines within 
high-risk FVC subsectors and provinces willing 
to serve as test jurisdictions.

d.	 �Encourage dialogue on opportunities to integrate 
cybersecurity best practices into widely used 
frameworks for food safety, traceability, and 
sustainability. 

e.	 �Through public–private–academic partnerships, 
embed and pilot cybersecurity components 
within existing education, business and 
employee training and certifications, such  
as occupational health and safety training.

f.	 �Explore, assess, and encourage the inclusion  
of incentives for cybersecurity practice 
enhancements, where relevant and beneficial, into 
insurance, procurement, and grant frameworks  
to support adoption. Consider the roles and 
responsibilities of big equipment manufacturers 
and food retailers, as well as government, in 
enabling effective and sustainable adoption of 
standards and associated practices.

g.	 �Identify options that might be included in 
regulatory and compliance frameworks, tied to 
the aforementioned incentives programs; clarify 
roles and responsibilities for various actors 
related to these.

h.	 �Encourage and provide input to the 
establishment of mechanisms for safe, 
anonymized, breach reporting and threat 
intelligence sharing. 

i.	 �Engage levels of government to potentially 
incorporate:
	• Cybersecurity as part of rural/regional 

economic development policies and 
programs and food sovereignty initiatives.

	• Greater attention to the food CI in updates 
to Canada’s National Cyber Security 
Strategy and CI defence plans.

j.	 �Contribute to networked cybersecurity capacity 
across the FVC by expanding or adapting the 
elements of the cybersecurity framework for the 
agricultural sector [11] presented in this report by:

	• Identifying opportunities to enable business-
level cybersecurity through an appropriate mix 
of awareness, incentives, practical supports, 
and requirements;

	• Identifying, promoting, and developing 
workforce capacity involving FVC cybersecurity 
(i.e., upskilling current FVC workforce; including 
cybersecurity as a key set of knowledge, skills, 
and abilities for new entrants to FVC careers; 
and promoting FVC careers/business 
opportunities for new and current cybersecurity 
practitioners);

	• Fostering and sustaining cross-sector 
partnerships on cybersecurity within the  
FVC; and

	• Encouraging alignment of cybersecurity policy, 
legislation, standards, governance, and 
incentives focusing on the FVC.
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Appendix A: Question Guide for Semi-
Structured Interviews with FVC Actors 

Cybersecurity Risks
First, let’s talk about your perspective on cybersecurity in the food value chain. 
[Refer to Attachment A list if necessary, as a prompt]

1.	 I’d like to start by asking you to tell me about your use of digital technologies in the work you do or that your 
organization supports. 

2.	 Are there any specific cybersecurity vulnerabilities in the food value chain that stand out to you as being 
the most important to address?  
[Refer to Attachment A list if necessary, as a prompt]

	• Why?

3.	 What kinds of cyber threats do you think are most likely to cause harm to our food system?  
[Refer to Attachment B list if necessary, as a prompt]

	• Why?

4.	 What are the most serious impacts that could result from this combination of vulnerabilities and threats? 
[Refer to Attachment C list if necessary, as a prompt]

	• Where, in the food value chain would these be most likely to happen? (e.g., stages of production, 
distribution, processing, etc.; specific commodity/food and beverage subsectors)

	• How likely do you think this is?

5.	 Thinking about the vulnerabilities, threats and impacts you just talked about, how would you describe the 
overall level of cyber risk the Canadian food value chain is facing right now?

	• How exposed would you say the food value chain is to cyber risks, compared to other parts of the economy?

	• Are there any differences that you’re aware of across food value chain components 
— such as: primary production; distribution; processing; retail?

	• What do you think is behind these differences?

	• How concerned are you about this?

6.	 How much of a priority do you think this should be for the food system to address?

	• Why do you say that?
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7.	 Is there anyone helping to make a difference in this space, right now?

	• What are they doing that’s helpful?

	• What more, if anything, could be done?

8.	 Which organizations/stakeholders, in the food value chain, do you think are best positioned to provide 
leadership in making the system more cyber secure?

9.	 Which of these do you think should have the most responsibility for doing this?  Who should pay for this?

A. Need for Cybersecurity Standards
Now, let’s talk about the potential value of having a set of specific cybersecurity standards for the Canadian food 
value chain. Let me re-cap what we mean when we say cybersecurity standards:

	� These are guidelines and best practices designed to protect digital systems and information from cyber threats 
like hacking, data breaches, or malware. They can provide a framework for manufacturers to ensure their products 
are secure against tampering, and by organizations to secure their networks, software, and data, so they can 
operate safely and protect sensitive information. These standards help keep digital systems reliable and reduce 
the risk of cyberattacks.

By way of example, some general purpose standards frameworks include [have brief description of each 
available if needed] Note that some of these frameworks are not strictly related to cybersecurity:

	• ISO/IEC 27001 (International Standards Organization/International Electrotechnical Commission, Information 
Security Management Systems): ISO/IEC 27001 provides a comprehensive framework for managing information 
security risks applicable to any organization, including those in smart farming and precision agriculture.

	• ISO/IEC 27017 and 27018 (Privacy Information Management System): These provide guidelines for information 
security controls applicable to the provision and use of cloud services (ISO/IEC 27017); and focus on protecting 
personal data in cloud and computing environments (ISO/IEC 27018:2019).

	• NIST (National Institute of Standards and Technology): This is a comprehensive set of guidelines designed to help 
organizations manage and reduce cybersecurity risks.

	• ISA/IEC 62443 Series (Industrial Communication Networks – Network and System Security): This set of standards 
outline a set of best practices for the implementation, maintenance and evaluation of electronically secure industrial 
automation and control systems. 

	• OFSI (Office of the Superintendent of Financial Institutions): This framework is designed to enhance the resilience of 
these institutions against cyber threats and ensure the stability of this critical infrastructure.

	• HACCP (Hazard Analysis Critical Control Points): This framework is a systematic approach to ensuring food safety by 
identifying, evaluating, and controlling hazards that could compromise the safety of food products. 

	• IoT Security Guidelines: These focus on cybersecurity and privacy risks related to the use of IoT devices as distinct 
from conventional IT devices. The focus of these high-level guidelines is on protecting device-level security, data 
security and privacy. 

	• PCI DSS (Payment Card Industry Data Security Standard): This is applicable to organizations that handle branded 
credit cards.
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10.	 In light of the cybersecurity landscape of the food value chain we just discussed, what gaps or issues do you 
think standards might be able to address?

11.	 Currently, there are no cybersecurity standards specific to the food value chain available, either internationally, 
or in Canada. Do you have any idea why this might be the case?

12.	 How familiar are you with the use of cybersecurity standards frameworks in any areas of the food value chain?

	• Which standards?

	• What areas?/What do these standards focus on?

	• How would you describe their value to the food value chain, as a whole?

B. What Cybersecurity Standards Should Emphasize
13.	 What role do you think cybersecurity standards developed for the food value chain could play in helping this 

system be more cyber prepared?/In what ways could having system-specific cybersecurity standards help?

	• What do you see as the most important benefits of having specific standards for the food value chain?

	• Which cybersecurity risks could be better addressed by having specific cybersecurity standards for the food value 
chain, rather than using more general cybersecurity standards?

	• How important is it to have cybersecurity standards tailored specifically to the needs of the food value chain?

14.	 Are there particular components of the food value chain where you think sector-specific cybersecurity 
standards could have the greatest impact?

	• What are these?

	• Why?

15.	 While national-level standards may be essential for addressing the unique needs within a specific jurisdiction, 
excessive focus on the development of national-level standards may result in fragmentation and duplication of 
effort. As such, in addition to the discussion of general vs FVC-specific standards, what are your perspectives 
on the need for Canada-specific vs international standards for this sector?

16.	 What kinds of digital items, activities or processes should a set of cybersecurity standards for the food value 
chain prioritize for greater security?

17.	 Are there specific areas in the food value chain that need more cybersecurity focus (e.g., IoT devices, 
information technology vs operational technology, precision farming, processing or manufacturing tools, 
business management software, networking technology, data governance, privacy)?

18.	 Are there specific parts of the broader context in which the food value chain operates that should be 
considered as a focus for standards [Consider, e.g.: climate related issues, geo-political threat actors, trade 
disruptions, enablers of collaboration through information sharing, enablers of response capacity through 
mechanisms that account for operations that have a mix of streams of proprietary data.]
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C. Developing and Implementing Standards
19.	 What are the barriers that might interfere with a successful standards initiative (e.g., developing, implementing, 

auditing, scope management, national vs international standards setting, etc.)?  
[Refer to Attachment D list if helpful]

	• How might these be addressed?

20.	 Is there any particular individual or organization that you believe would be essential to be involved in 
developing these standards? Who?/Which organization?

21.	 What role would you see for people like you, or organizations that represent you within the food value chain in 
such a process?

22.	 Who should be responsible for maintaining and promoting these standards?

	• What role might you see in this for provincial and federal governments?

23.	 Let’s talk about some of the things that might need to be in place to support the effective use of these 
standards. Some of these could include:

	• Promotion and awareness

	• Education and training

	• Funding and financial incentives

	• Policy/legislation/regulation

	• Other types of supports

	� In your view, what are the key enablers of a successful roll-out of cybersecurity standards for the food sector? 
Why?

Attachment A: List of Potential Cybersecurity Vulnerabilities
	• Outdated software and systems: Using old technology that lacks security updates.

	• Weak passwords and authentication: Poor or easily guessed passwords that allow unauthorized access.

	• Unsecured Internet of Things (IoT) devices: Networked farm equipment or sensors that are not properly protected.

	• Unpatched vulnerabilities: Failing to install security updates that fix known problems.

	• Inadequate data encryption: Data that is not properly secured, making it easy for attackers to intercept.

	• Insufficient network security: Weak protection for networks, such as lacking firewalls or intrusion detection systems.

	• Lack of physical security: Inadequate measures to protect equipment from being accessed or tampered with 
physically.

	• Remote access vulnerabilities: Weak security for remote systems, like allowing remote connections without  
proper safeguards.

	• Poor supply chain security: Working with suppliers or partners who have weak cybersecurity practices.

	• Insufficient employee training: Staff who are not aware of cybersecurity risks or how to prevent them.

	• Malware susceptibility: Systems that are not protected against malicious software.
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Attachment B: List of Potential Cybersecurity Threats
	• Botnets: Groups of connected devices/software that can be controlled remotely

	• Cloud computing exploits: Making use of features of cloud platforms to propagate malicious exploits, at-scale, to 
other systems connected through a cloud environment.

	• Cloud data leakage: The unauthorized exposure of data pertaining to an organization's users or its services, leading 
to a violation of user or party privacy.

	• Cyber terrorism: Using IoT systems and cyber-physical devices to attack businesses, systems or people for violent 
ideological purposes.

	• Data fabrication: Creating malicious data or processes by misusing access provided for different purposes. 

	• Data leakage: Illegal transmission of an organization's data by an internal source (either a person or device) to an 
external destination.

	• Denial of service (DoS): Uses various methods to deny access to a communication channel or a network 
component (e.g., server).

	• False data injection: Supplying malicious information or control commands to a system.

	• Invalidation and compliance: Using fabricated data to disrupt a valid certification of a process or transmission.

	• Malware injection: Installation of malicious code within various elements (e.g., devices) within a system.

	• Man-in-the middle attacks: Stealth based interception of communications between two or more parties.

	• Misconfiguration: Configuring reporting systems to reflect invalid information about the management of an 
operation, to misdirect business critical decisions.

	• Misdirection (SQL injection): Insertion of malicious code into a website's database through a form or input field, like 
a search box or login form.

	• Radio frequency jamming: Interfering with the performance of a wireless network.

	• Ransomware: Gaining illegal access to a system and encrypting critical digital assets, until a ransom is paid by the 
affected organization/individual, at which time a decryption key will be provided.  

	• Side channel attacks: Monitoring physical parameters to gather unauthorized information on system behaviour.

	• Software update attack: Disrupting update processes of currently installed software.

	• Third party infiltration: Infiltrating a system through an outside partner or provider who has access to the system 
and/or its data.

Attachment C: List of Potential Cybersecurity Impacts
	• Operational disruptions: Cyberattacks on critical systems can halt farm operations, food processing, or distribution, 
leading to delays and financial losses.

	• Data theft and loss: Hackers may steal or corrupt sensitive data, such as crop yield information, supply chain 
logistics, or proprietary research, impacting competitiveness and privacy.

	• Supply chain breakdowns: A breach affecting one part of the food value chain can disrupt the entire system, 
causing delays in getting food to market.

	• Financial losses: Cyber incidents can result in direct financial costs from ransom payments, system repairs, or 
revenue loss due to downtime.
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	• Food safety risks: Manipulation of data in automated systems that monitor food quality and safety could lead to 
contaminated or unsafe food reaching consumers.

	• Loss of consumer trust: Data breaches or disruptions can damage the reputation of companies and undermine 
public confidence in food safety and reliability.

	• Theft of intellectual property: Attackers may steal proprietary farming methods, product formulations, or genetic 
research, affecting innovation and competitiveness.

	• Compromise of precision agriculture: Hacking of precision agriculture systems (like GPS-driven tractors or 
automated irrigation) can result in crop losses or reduced efficiency.

	• Increased insurance costs: As cyber threats grow, insurance premiums for companies within the food value chain 
may rise, impacting overall profitability.

	• Regulatory and legal consequences: Failing to protect against cyber risks can lead to legal penalties, fines, or 
stricter regulations, especially if consumer or environmental safety is compromised.

Attachment D: List of Potential Barriers to Cybersecurity Standards Development
	• Lack of stakeholder consensus: Difficulty in getting agreement among diverse stakeholders with varying interests 
and priorities

	• Rapidly evolving technology: Keeping up with fast-paced changes in technology and emerging threats

	• Limited resources: Insufficient funding, time, or expertise dedicated to developing and implementing standards

	• Complexity of the food value chain: The wide range of systems, practices, and actors makes it challenging to create 
one-size-fits-all standards

	• Resistance to change: Reluctance from stakeholders to adopt new practices or invest in cybersecurity measures

	• Regulatory hurdles: Navigating differing national and international regulations that can complicate standardization

	• Lack of awareness or understanding: Limited understanding of cybersecurity risks among some stakeholders in 
the sector

	• Integration with existing processes: Difficulty in aligning new cybersecurity standards with current practices and 
technologies

	• Economic constraints: Concerns about the cost of implementing and maintaining cybersecurity measures

	• Data sharing concerns: Worries about data privacy and the security of shared information among partners in  
the value
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